Component 8/Unit 6: System Security Procedures and Standards
Suggested Student Application Activities 
These activities help further introduce the student to basic security fundamentals and concepts, including layered security and the CIA triad.

Activity 1:  At the beginning of the lesson, watch this video series entitled “Fundamentals of Network Security” (18:32 total) by Louis Parker. These videos are an introduction to network security, types of threats, levels of security, and approaches to improve security.

Part 1 (9:32): http://www.youtube.com/watch?v=viZkXmRxKKs&feature=related
Part 2 (9:59): http://www.youtube.com/watch?v=nmAU8eWYZvA&NR=1
Discussion Questions

1) What is the most successful method of compromising security?

2) What is one of the vulnerabilities discussed in the video, and how does it work?

Activity 2: Watch the following video: “Introduction to Information Security” (5:15) by Hill Associates. This video discusses the “CIA triad” (confidentiality, integrity, availability) and various tools available to maintain security.

http://www.youtube.com/watch?v=yFRc-wpQc9c&feature=related
Discussion Questions

3) What is the “CIA triad”?

4) Choose a security concept or approach. Is it a proactive or reactive measure?

Activity 3: Implementing practice security for SHC clinic:

The administration at Sunny Happy Care is concerned about how data stored on their network will be secured once the EHR system has been implemented. They have asked you to create a brief presentation outlining some of the measures that will be put into place for their next staff meeting.

Have the students create a brief PowerPoint presentation outlining some of the security measures they plan on implementing for the SHC clinic and how SHC staff can help deter security threats.

Expected Outcomes

Activity 1: (Objectives 6-2 & 6-3) Students should be able to identify the advantages and disadvantages of each of the discussed methodologies.

Activity 2: (Objectives 6-2 & 6-3) Students should be able to identify the advantages and disadvantages of each of the discussed methodologies.
Activity 3:  (Objective 6-4) Student presentations should identify and describe (at a level appropriate for non-IT, clinical users) several of the security methods discussed in the lecture or videos, demonstrating that they understand the difference between security measures installed by IT staff (e.g., firewalls, audit log) and those taken by clinical staff (e.g., maintaining strong passwords, responsible use of offsite-access technology).
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