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Physical Safeguards

* Workstation Use

» Workstation Security

« Device and Media Controls (e.g., media
disposal, access to backup and storage

media)
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Physical Safeguards

* Device and Media Controls
— media disposal
— access to backup and storage media
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Technical Safeguards

» Access Control
— Unique user identification
— Emergency access
— Automatic logoff
— Encryption/decryption
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Technical Safeguards

* Audit Controls
* Integrity
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Technical Safeguards

Person or Entity Authentication
— Password/Passphrase/PIN

— Smart card/token/key
— Biometrics

— Two factor authentication
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Technical Safeguards

e Transmission Security
— Integrity controls

— Encryption
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Risk Analysis and Management

¢ Analysis
— Gather data on potential threats and

vulnerabilities
— Assess current security measures

— Determine likelihood, impact and level of risk
— ldentify needed security measures

* Management

— Develop a plan for implementation

— Evaluate and maintain security measures
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Meaningful Use

* Criteria for meaningful use of EHRs
related to privacy, security and
confidentiality meant to align with HIPAA

« Emphasizes need to conduct a risk

analysis T
» Some specific requirements § :

for EHR vendors [
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Summary

* Privacy, security, and confidentiality in HIT

settings

» Common threats encountered when using
HIT

 Strategies to minimize .

threats to privacy, T ad |
security, and T

confidentiality in
HIT systems.
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