Component 4/Unit 7

Exercises with Expected Outcomes
1. Define the term “network” and discuss its origins.
Expected Outcome: According to Wikipedia, a network is:

“…a collection of computers and devices connected by communications channels that facilitates communications among users and allows users to share resources with other users.”
Objective(s): A 
Lecture(s)/Slide(s): 1/5-8
2. List and define the different types of networks.
Expected Outcome: Answers will vary, but should include definitions relating to Ethernet 802.3, wireless 802.11, LANs, WLANs, WANs, MANs, and domain vs. server-based networks. LANs are small in size whereas WANs are large, often covering more than one physical location in a large geographical area. MANs might have many physical locations, but these should be in the same geographical area.
Objective(s): B 
Lecture(s)/Slide(s): 3/4-8
3. Describe different network topologies and provide explanations for at least three physical topology types.
Expected Outcome: Logical topologies have nothing to do with how the network is physically laid out. Logical topologies illustrate how data flows through the network whereas physical topologies detail (generally) how the network physically looks. Examples of physical topologies are the bus, star, mesh, and ring. 
Objective(s): C 
Lecture(s)/Slide(s): 3/9-15
4. What services do ISPs provide to their customers? How do you obtain an IP address? Differentiate between leased and purchased, static and dynamic IP addressing.
Expected Outcome: IP addresses are typically leased from an ISP. However, IP addresses can be purchased from entities who own them (and these entities may or may not be an ISP). Organizations who lease IP addresses must choose either static or dynamic IP addressing. With static IP addressing, you lease at least one IP address that remains the same throughout the lease period. A dynamic IP address is one that can change at any time, depending on the needs of the owner of the IP address, who may lease thousands of dynamic IP addresses to thousands of businesses, all of whom obtain an address from a pool of available IP addresses. ISPs also provide domain naming system (DNS) translation to customers.
Objective(s): A 
Lecture(s)/Slide(s): 1/13-17
5. List and describe different network standards and protocols. Using the Internet, describe at least two network standards and two network/Internet protocols.
Expected Outcome: Network standards ensure interoperability of hardware and software originating with different vendors. For example, an Intel NIC will operate as expected whether it is installed on an Intel or ASUS motherboard so long as both vendors adhere to the appropriate standard. Examples of network standards include IEEE 802.3, 802.11, 802.16, and many others.
Network protocols govern communications. For example, your computer is able to communicate with any Web site because your browser and the Web server communicate using HTTP. Further, your browser expects HTML coding to come from the Web server via HTTP so this can be translated into a Web page and displayed on your monitor. Examples outside of those listed above include IP, TCP, SMTP, SNMP, FTP, POP3, and many others.
Objective(s): D 
Lecture(s)/Slide(s): 5/5-11
6. Describe wireless communication, including advantages and disadvantages. What equipment is required for a home network to provide wireless functionality to wireless devices? Include in your response the configurations required to configure a wireless router.
Expected Outcome: Wireless communication is governed by IEEE standard 802.11 A/B/G/N. The N standard is not yet complete (“ratified”) and is in draft stage as of August, 2010.  Advantages include mobility and no need for cable installation. Disadvantages include difficulty, security issues, speed (can be slower than wired), and interference from other devices (such as microwaves and small motors) and/or physical objects (such as walls).
Required equipment includes a wireless client (such as a laptop) and a wireless router. If devices need Internet access, then the network needs an ISP device, such as a cable modem router. The wireless router needs to be connected to the ISP device by a networking cable, usually a CAT 5 or CAT 6 cable type.

Wireless router configuration includes setting an SSID (network name) and disabling broadcast of the router’s SSID. Other configurations include configuring WPA2 and changing the router’s administrator password. Finally, a wireless channel (either channel 1, 6, or 11) usually needs to be selected. Some modern wireless routers and clients automatically select a wireless channel.
Wireless clients need to be configured as well and need the same SSID, channel, and WPA2 password configured on the wireless router.

Objective(s): E 
Lecture(s)/Slide(s): 4/5-8
7. List and describe network hardware. Use the Internet to research Category 6e twisted pair cable. Write a one page report that details your findings.
Expected Outcome: Network hardware includes: 1) NIC - on each communicating device; 2) Media - such as wired, wireless, or fiber; 3) Switch - into which each wired communicating device and wireless router connects; 4) Router – which provides Internet access. Wireless routers provide network access to wireless devices; 5) Devices – such as desktop PCs, laptops, printers, and scanners; 6: Surge protector and/or UPS – surge protectors protect hardware from power surges originating at a power company. UPS (uninterruptable power source) devices provide short-term battery power to devices in the event of power loss.
Objective(s): F 
Lecture(s)/Slide(s): 4/9-13
8. What is the OSI model and how does it affect hardware and software vendors? List and describe each layer of the OSI model. Do routers, switches, and NICs operate within specific layers of the OSI model? Why do you think this is so?
Expected Outcome: The OSI (Open Systems Interconnection) model is made up of seven logical layers that help hardware and software work together. For example, a NIC manufacturer, whose device generally operates at Layer 2 (the Data Link Layer), can be assured that network cable will send bits to the NIC in the same format in every communication. Further, a switch manufacturer, also operating at Layer 2, is assured that the NIC will format communication and place it on the media according to standard. Thus, the switch will always be able to communicate on the network if the NIC and cabling are manufactured according to specifications outlined.
The seven layers of the OSI model, from top to bottom are: 1) Application; 2) Presentation; 3) Session; 4) Transport; 5) Network; 6) Data Link; 7) Physical. 

Synopsis of functionality at each layer (from top to bottom):

Application: Software on a device calls on OS services to begin the network communication process by converting the software’s communication into a format that can be readied for transmission.
Presentation: Takes the converted message and further transforms it for electronic transmission. Also handles file compression and/or encryption if the file is or needs to be encrypted.
Session: Manages asynchronous application-to-application communication.
Transport: Manages asynchronous device-to-device communication.
Network: Manages asynchronous network-to-network communication.
Data Link: Determines applicable networking protocols for this packet and at the same time readies the packet for transport using whatever technology is supported by the NIC (Ethernet, wireless, fiber optic).
Physical: NIC takes the computer’s digital electronic signal and transforms it into a signal that can be put on the NIC’s media.
Devices operate at the following layers: Layer 3 (Network) – routers; Layer 2 (Data Link) – switches and NICs; Layer 1 (Physical) – some NIC functionality, cabling, and (obsolete) hubs.
Objective(s): D 
Lecture(s)/Slide(s): 5/4-13
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