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Welcome to component 4, Introduction to Information and Computer Science.  This is unit 2, entitled Internet and the World Wide Web.

You may wonder why this material needs to be covered as it seems to be ubiquitous - the Internet and the World Wide Web are known by everybody, it seems.  And yet many people do not understand its implication, its origins, how to use it, its advantages and disadvantages.  These are the topics that we will cover in this unit.  
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The objectives for this unit include: gaining the abilities to define the Internet and the World Wide Web; understanding how to connect to the Internet with various options available through your ISPs [I-S-Ps] including IP [I-P] addressing, DNS, domain [doh-mayhn] names, and fees associated with Internet access; searching the Internet, filtering results and evaluating credibility of results; Internet security and privacy concerns; ethical considerations through the use of the Internet; and finally, online healthcare applications and the associated security and privacy issues.  This will also include a small discussion about HIPAA [hip-uh], which is the Health Insurance Portability and Accountability Act.
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The open nature of the Internet introduces ethical considerations that we did not have to consider before the Internet existed.  For example, in some apartments or small neighborhoods, people will gather to share an Internet connection with neighbors – perhaps one home purchases an Internet connection and then installs a wireless access point to be shared by the other neighbors.  

This raises the question, “Should neighbors have the ability to lease an Internet connection from an ISP and share the one connection with others?”  Currently this practice is not legal.  

What about downloading software from the Internet?  Should license key generator sites be allowed to operate at all?  Should they be shut down?  Should people be able to download pirated software from the Internet?  Pirating software is a copyright infringement as is selling unauthorized copies of commercial software, which is usually done at a very low price.  All of these practices are currently illegal, yet do exist.
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What about downloading music and movies from the Internet? Should people be able to download music without paying for it?  And should people be able to download movies without paying for them?
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What about copyright infringement?  What are the ethical concerns for buying or using college research papers found online?  For example, you might visit a Web site and locate a complete paper on a topic that you need to write.  Should you be able to purchase that paper and turn it in?  If you purchase a paper of that sort, is it copyright infringement?  Is it plagiarism?  And the big question is, “Did you learn anything?”
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What about Internet databases?  Should companies be able to gather information about your surfing habits and then sell this information to marketing companies?  What if they sold the information without providing your personal information?  Would that be OK?  Should the government have your surfing, banking and credit card history at its disposal?
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We all know that everything on the Internet is not true, don’t we?  With this in mind, should companies or people be able to post false information in blogs, consumer ratings and so on?  Along those lines, what is the law and who defines it?  What problems do you see in implementing this type of law?
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Today it seems like everyone is online.   Many of us feel like we are experiencing information overload.  When debit cards emerged, many people refused to use them because of privacy and security concerns.  Even today, many people still refuse to use a debit card.  On the other hand, many people are comfortable with online banking and they are comfortable conducting business over the Internet.  

Social networking sites make it easy for us to share personal information about ourselves in online communities, even though this does subject us to some type of privacy invasion.  For example, if you post your birth date, your mother’s maiden name, and your address, that information may enable an attacker to impersonate you because now the attacker knows your personal information. 
The attacker might know where you went to school, what your dog’s name is, and the information that is shown on this slide.  They may contact your credit card company and request a replacement credit card to make unauthorized purchases.
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Social networking removes our anonymity, forcing many to wonder, “What is privacy?” “Does it even exist in today’s world?” 

Today most privacy law revolves around privacy between a person and the government. According to Wikipedia, the law of privacy regulates the type of information that may be collected and how this information may be used and stored.  
In other words, privacy relates to people.
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This leads us to confidentiality.  Confidentiality is not the same thing as privacy.  According to Wikipedia, confidentiality is commonly applied to conversations between doctors and patients.  
Legal protections prevent physicians from revealing certain discussions with patients, even under oath in court.  The rule only applies to secrets shared between physician and patient during the course of providing medical care.  
In other words, confidentiality relates to data.
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HIPAA [hip-uh], which is the “Health Insurance Portability and Accountability Act”, was enacted in 1996 by the U.S. federal government. 

HIPAA [hip-uh] requires that healthcare providers, insurance companies, and employers abide by privacy and security standards.  The notes for this slide include a link to Wikipedia’s discussion on HIPAA [hip-uh], which is an excellent resource and recommended reading.
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The HIPAA [hip-uh] privacy rule requires covered entities to provide patients with what is known as a “Notice of Privacy Practices” when care is first provided.  You might receive this notice when you visit a walk-in clinic, for example.  The privacy rule applies to paper and electronic private health information.  

HIPAA [hip-uh] also incorporates a security rule, which is more extensive than the privacy rule in that it covers administrative, physical, and technical data safeguards that must be enacted to secure electronic health record data.  These safeguards should be outlined in each entity’s security policy.
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 Many of the concerns related to medical privacy exist because there are a number of electronic health record options available for use.  If you use a personal health record, or PHR [P-H-R], system, this usually means that you can maintain it.  
Notice that this is different than an electronic health record, or an EHR [E-H-R], system.  PHRs are maintained by you and are usually not covered by HIPPA [hip-uh] rules because you manage your own health record, not the company that is providing you with the ability to have the health record. 

The links on this slide for Google Health, Microsoft Health Vault and WebMD’s [Web M-D’s] health manager will allow you to explore some of the types of PHRs that are available.  Typically these PHRs are free, allowing you to enter all of your medical information and share it with your doctor if you choose to do so.
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Electronic health records, or EHRs, are systems that are used and maintained by healthcare providers and others, to store healthcare data.  

Healthcare providers, healthcare clearinghouses, and health plan providers are subject to federal rules governing security and other rules related to electronic health records. The primary federal rule governing EHRs is HIPAA [hip-uh], the “Health Insurance Portability and Accountability Act” of 1996, including its subsequent amendments. Organizations that must adhere to HIPAA [hip-uh] rules are called “covered entities.”

Data in EHRs are also subject to HIPAA [hip-uh] rules when they are maintained by covered entities. Google Health, a free, online, electronic, personal health record, offered by Google, is not a covered entity. Data you enter in Google’s health record system is not protected by HIPAA [hip-uh] rules.
EHRs utilize centralized database systems to integrate data such as patient intake, medical care, and pharmacy billing into one large database system.  Departments and other entities might not be in the same physical location, so this means that patient data must travel over the Internet, and any time we combine the Internet with data, we introduce risk.  

You might ask, "Why does data have to travel over the Internet at all?”  One reason – and there are many - might be that when a doctor’s office in one city invoices an insurance company located in another city, some of the patient’s medical information must travel over the Internet in an electronic request for payment.  

Through the use of EHRs, people can view their own health record and take ownership of its contents, insuring accuracy, and even providing content by adding comments for their doctors to read.
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Let’s take a moment to consider some electronic health record security questions and answers.  

How is data sent over the Internet?  In most cases, data will be sent in an encrypted secure manner over the Internet.  If it is not, patients should investigate.  

Is your data safe?  The answer to this question depends on each organization’s physical record and network security practices, as promulgated in their security policy. However, no data is 100% secure against theft or misuse, regardless of applicable security policies.  We can significantly improve our success in obtaining data security by having good security policies in place and auditing the things that we do to ensure compliance.  

Finally, who can view your medical records?  According to HIPAA [hip-uh], only those who need to know or view the contents of any health record should be able to do so. You must authorize all other access to your record.
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