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1. Slide 1

In this presentation you will learn about the different types of healthcare information systems and their characteristics.

2. Slide 2

The three major types of electronic information systems in healthcare are Electronic Medical Records, Personal Health Records, and Electronic Health Records.

3. Slide 3

The electronic medical record is a repository for patient data that resides with each individual healthcare provider in inpatient and outpatient environments.  It is used by healthcare providers “to document, monitor, and manage health care delivery.” The electronic medical record also provides a legal record of each encounter patients have with the healthcare provider and system.(Garets D, Davis M. Electronic medical records vs. electronic health records:Yes, there is a difference. Chicago, IL:HIMSS Analytics, 206, page 2. Available from: http://www.himssanalytics.org/docs/WP_EMR_EHR.pdf).

4. Slide 4

According to the Markle Foundation, “The Personal Health Record (PHR) is  an Internet-based set of tools that allows people to access and coordinate their lifelong health information and make appropriate parts of it available to those who need it.”  (Markle Connecting for Health. A public-private collaborative. The personal health working group. Final report; 2003 July 1; New York: Markle Foundation. p. 3.)

5. Slide 5

The Center for Information Technology Leadership has identified eight functions of the PHR that can be grouped into three categories:  information sharing, information exchanging, and information self-management. 

Examples of information sharing includes sharing medication lists and medication history and  sharing complete laboratory and radiology test results. 

By allowing for information exchange a PHR can be used to monitor a patient’s weight and blood pressure through electronic devices in the home and share this data with nurses and physicians. PHRs can help patient’s manage their own health by giving them the ability to manage health care appointments, renew prescriptions, and to communicate electronically with their providers regarding their care.

6. Slide 6

There are three types of PHRs: those that are hosted and funded through payors such as insurance companies, those that are hosted and funded by healthcare providers, such as the Veterans Affairs Administration’s My HealtheVet  (pronounced My Healthy Vet) system, and those that are hosted by third parties and may charge patients a fee to store their data in the information system. 

7. Slide 7

Electronic Health Records consolidate both electronic medical records and personal health records into a central data repository across multiple providers and across the lifespan. While there has been limited success in achieving electronic health records on a regional level, this is a priority of the federal government for realizing provider data exchange and access. 

8. Slide 8

The Electronic Medical record is a virtual record that consists of multiple systems and applications that are integrated.  They share data and information between them electronically.  Common system components of electronic health records include clinical systems, pharmacy systems, laboratory systems, admission/discharge/transfer systems, and billing and accounting systems.

9. Slide 9

Clinical systems serve multiple purposes. Their primary purpose is to serve as a repository for clinical documentation. Clinicians enter data into the system regarding patient care and their response to that care. 

Medical devices such as intravenous medication control pumps and cardiac monitoring devices can also be integrated with the system to directly input patient data. 

Clinical documentation can be used to trigger alerts, reminders, and suggested protocols through integrated clinical decision support. 

Clinical systems that utilize provider order entry can help reduce error through its integration with decision support and bar-code medication administration, or B-C-M-A. BCMA uses bar code scanning at the bedside to ensure that patients receive the appropriate drug that has been ordered for their care. 

10. Slide 10

We will next discuss data security and confidentiality.

11. Slide 11

Confidentiality is the cornerstone of the trusting relationship between healthcare providers and patients and refers not only to paper and electronic records, but to also maintaining confidentiality of patient information verbally. 

12. Slide 12

Maintaining confidentiality of patient information also requires that information be stored and protected in a secure manner. System Security measures are actions taken to keep computer-based information systems safe from unauthorized access and other physical harm.  Data Security measures protect data from unauthorized alteration, and from accidental or intentional disclosure to unauthorized persons.

13. Slide 13

The Office for Civil Rights enforces the HIPAA Privacy Rule, which protects the privacy of individually identifiable health information. 

The HIPAA Security Rule sets national standards for the security of electronic protected health information and the Patient Safety Rule protects identifiable information when being used to analyze patient safety events and improve patient safety. 

14. Slide 14

Maintaining security of data requires methods to ensure an uninterrupted power supply, procedures for data backup such as tape backup devices, off-site storage of backup data, and disaster recovery plans in the event of natural disasters such as hurricanes, tornadoes, fire, flood, or earthquake.

15. Slide 15

To maintain confidentiality of data requires multiple approaches. Authentication through the use of access codes, passwords, and key cards are the most common means for restricting automated record access to authorized users. In recent years there has been more use of biometric authentication methods such as voice prints and thumbprints. 

16. Slide 16

Audit trails track data an individual has accessed and provide three  areas of protection: they serve as a deterrent for unauthorized access, they detect unauthorized access, and are discoverable by a court of law. 

17. Slide 17

Firewalls are a combination of hardware and software that forms a barrier between systems or different parts of a single system to protect those systems from unauthorized access. Firewalls screen traffic, approve transactions, and restrict access. 

18. Slide 18

Encryption is the process that transforms an unenciphered message, that is, a message in plain text, into an enciphered message, or coded message. Encryption makes the data unintelligible to all but the intended recipient. 

19. Slide 19

Passwords, access codes, and key cards are confidential and used for patient care use only and users should not share passwords or leave terminals logged in and unattended. Most institutions require users to sign confidentiality statements acknowledging that patient data is confidential and that they will not share data or passwords with others. 

20. Slide 20

Electronic record systems are a combination of computer hardware and computer software. 

21. Slide 21

Electronic records software can be developed and acquired from multiple sources. 

Legacy systems are those systems that have been in place and used by the organization for a period of time. They may be used alone or in combination with other applications. 

When an organization purchases and implements a system with little or no customization this is referred to as an off-the-shelf system or turnkey system. 

Systems that are more of a framework for the organizations’ own customization are often referred to as a vanilla system. 

In some cases, organizations may choose to develop their own system using system designers and programmers who work for the organization.  This is called a home grown system. 

When an organization chooses multiple vendors or manufacturers for various components of the electronic record, this is referred to as going “best of breed”. In this case, a pharmacy system could be purchased from one vendor, a documentation system from another, and a laboratory system from yet another vendor.

22. Slide 22

Because electronic records are virtual records that integrate information from multiple sources and multiple locations, they must run on some sort of network. The type of network chosen for the information system depends on the type of organization and the purpose of the system. The type of network chosen determines the type of data entry devices used in the system and whether they are directly connected through wires and cables or through a wireless system. 

Smart terminals are data entry devices that generally have extensive memory and house (pronounced HOWZ) computer applications directly on the computer drive systems. 

Dumb terminals have little or no memory and most computer applications are accessed through a connection to network servers where the applications are housed. 

Wireless networks can use smart or dumb terminals.  The terminals are not be connected directly to the system for access but would access servers and the network wirelessly.

23. Slide 23

Multiple types of data entry and access devices are available that can interact with information system networks. 

Central processing units are stationary computers that are generally directly connected to the network through computer wire or cable. 

Tablets are small portable computers that have screens that can be written on with a stylus writing device and are connected to the network wirelessly. Slim clients, also known as thin clients,  are also connected small computers, however slim clients are dumb terminals that do not have any capacity for data storage. The advantage of the slim client is that it assists in maintaining confidentiality and data security. 

PDAs are increasingly popular for access to data information and clinical protocols and references.  

24. Slide 24

Electronic record systems require choices between different types of system networks, application software, and data entry hardware.

In summary, confidentiality and security of patient data are maintained through a combination of legal, hardware, and software precautions.
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