Component 4/Unit 8

Exercises with Suggested Outcomes
1. List and define at least three common security concerns.
Outcomes: Basic understanding of malware.

Objective A

2. List and define at least three actions that can be taken to safeguard against the effects of malware.
Outcomes: Basic understanding of firewalls, encryption, virus protection software, data validation, etc.

Objective B
3. Describe at least three security concerns for wireless networks. What steps can you take to address them?

Outcomes: Understand basic wireless security concerns and actions that can be taken to protect a wireless network.

Objective C

4. What security concerns come to the fore when health care data is stored in databases? Should medical facilities allow online access to health records? Did HIPAA regulations have any effect on your decision? Does HIPAA provide any safeguards to health data? How?
Outcomes: Understand the risks associated with electronic health record systems and how HIPAA attempts to secure confidential and privacy data.

Objective D

List and describe security safeguards used for health care applications. Do you believe the safeguards you listed are sufficient to protect your health data? Why or why not?

Outcomes: Understand and relate common security safeguards for health care applications; student formulates and states personal view about the use of EMR/EHR data.

Objective E
5. Differentiate between authentication and authorization of objects (such as users and computers). Describe the process by which users are permitted to open a file stored on a computer.
Outcomes:  Basic understanding of how a Windows-based operating system protects objects. 
Objective: B
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