Reading Assignment Plus (RAP)

BA 28 – Chapter 6 – Computer and Network Security:

Reading Assignment: This chapter really gives a good insight into how computer viruses and worms were created and how they work.  On pages 303, 304 and 306, the author has given illustrations as to what these types of programs can be caught on your computer, activated and further perpetuated out to other computers on the net.  The only “safe” computer is one that is not connected to the net; because even the most sophisticated firewall can be, and is put to the test.  Even when a computer is not hooked up to the net, it can get infected via a flash drive or other device that is inserted into its ports, if in fact the device has been infected. This is an interesting chapter to say the least!  Enjoy!
PowerPoint & Student Notes:  Print off the student notes and review the PowerPoint under this chapter. Fill in the student note blanks as you review.

Vocabulary Plus:  In this section, you need to look up the following words and write down the definitions of those words and acronyms that you are not familiar with as you read through the chapter.  If you already know the definition and are very familiar with the term, skip over it.  Remember however that you could be tested on these words, so it is imperative that you know them.  Included in this list are also a few names of important people, places and companies that you need to know as you study your chapter. 
Virus:

Host:

Attachments:

E-mail Message:

Michelangelo virus:

The Melissa virus (c1999):

The Love Bug (c 2000):

Worm:

Wank Worms:

CODE RED:

SAPPHIRE (SLAMMER)

Blaster Worm:

The Sasser Worm:

The Conficker (or Downadup)

Variable attack:

Buffer overflow attack:

Stack attack:

Trojan Horse:

Remote Access Trojan (RAT)

Bot:

Authorization:

Phreaks:

Hackers (& Hacking):

DEC:

Dumpster diving:

Social engineering:

Phone Phreaking:

Denial of Service (DoS) attack:

SYN Flood Attack:

Emailing bombing:

Blue Security:

SATAN program:

CERT:
On-line voting:

Chapter Questions: (Look it UP)
Define virus:

What is a Trojan Horse?

Who is Robert Morris, Jr.?

What is “social engineering”?

What is a denial-of-service attack?

Explain the origins of the terms “hacker” and “phreak.”

What was the first major network to get hacked?

Cliford Stroll write “The Cuckoo’s Egg” which was about?
Who was “The Fry Guy”? ________________
Who is Steve Jackson Games (SJG)?
What is “Blue Security” and who invented it? _______________
Who released the SATAN program in 1995? ______________________________
What are the problems we have now with our voting system?
What are the potential benefits for On-line voting? 
What are the potential problems with On-line voting?

Explain two different ways a vote thief could cast multiple votes in an online election:

a.


b.

Give a summary of US v. Riggs:

Cases:
US v. Riggs: 
http://www.loundy.com/CASES/US_v_Riggs.html
NOTES: 
