Reading Assignment Plus (RAP)

BA 28 – Chapter 5 – Information Privacy:
Reading Assignment:   All of Chapter 5.  Chapter 5 is an extremely intensive chapter, which contains not only new vocabulary but many different Acts that were passed by Congress.  Make sure that you read through the Acts carefully and that you also pay close attention to the chapter questions, as they are close to exam questions.
PowerPoint & Student Notes:  Print off the student notes and review the PowerPoint under this chapter. Fill in the student note blanks as you review.

Vocabulary Plus:  In this section, you need to look up the following words and write down the definitions of those words and acronyms that you are not familiar with as you read through the chapter.  If you already know the definition and are very familiar with the term, skip over it.  Remember however that you could be tested on these words, so it is imperative that you know them.  Included in this list are also a few names of important people, places and companies that you need to know as you study your chapter.  

 Privacy:
Zone of Inaccessibility:

Ladder of Privacy:

Natural Right to Privacy:

The Third Amendment of the US Constitution:

The Right of Privacy:

Disclosure:

Public Information:

Body Scanners:

DVR:

TiVo:

“Black Boxes”:

RFID’s:

Cookies:

Biometrics:

Spyware:

OneDOJ Database:

Wiretaps:

Bugs:

TALON Database:
Data Mining:

(TIA) Project:

Opt-In Policy:

Opt-Out Policy:

Facebook Beacon:

Identity Theft:

National ID Card:

Encryption:

Public-Key Cryptography:

Asymmetric encryption:

PGP:

Digital Cash:

Offline System:

Chapter Questions: (Look it UP)
Look up the Third Amendment and write it out:
Look up the Fourth Amendment and write it out:

Morton Levine has shown how our belief in a right to privacy grew out of our _______________ rights.
What is a “right” called that benefits society?

What are the common benefits of privacy?

What was Operation Shamrock?

What was the Carnivore Surveillance System?
What is the Fair Credit Reporting Act designed to do?
Which Act gives consumers the right to request a free copy of their credit report every year?

a. The Fair Credit Reporting Act

b. The Fair and Accurate Credit Transaction Act

c. Privacy Act of 1974

d. The Patriot Act

What does the Family Education Rights and Privacy Act Specifically do?
What group is restricted to administering lie detector tests to job applicants?  _________

What specifically did the Video Privacy Protection Act do?  

Under the Children’s Online Privacy Protection Act, what is the age requirement for parental consent before collecting any information from children?  __________________

How many records does the FBI’s National Crime Information Center Database contain?  ________________________

What is “wiretapping” and what was it ruled illegal by Congress?

What is Opt-In mean?

Why do some people like digital cash? 

What could be possible dangers involved with the digital cash system?

In 1890, Harvard-trained lawyers __________ and _________ wrote a highly influential article in the Harvard Law Review stating the people in modern society have a right to privacy and that this right ought to be respected.

What is “public record” and how is it obtained?

What is spyware?

The Family Education Rights and Privacy Act provides students ___ years of age and older the right to review their educational file.

What type of information does the Health Insurance Portability and Accountability Act allow to be collected?  ________________________

What is Data mining?

What is Clipper Encryption Technology and which president supported the use of it?

E-Links:

Fair Credit Reporting Act:
http://www.ftc.gov/os/statutes/031224fcra.pdf
Fair and Accurate Credit Transactions Act:

http://www.ustreas.gov/offices/domestic-finance/financial-institution/cip/pdf/fact-act.pdf
Family Education Rights and Privacy Act:

http://www2.ed.gov/policy/gen/guid/fpco/ferpa/index.html
Employee Polygraph Protection Act:

http://www.dol.gov/oasam/programs/osdbu/eppac.pdf
Video Privacy Protection Act:

http://privacy.med.miami.edu/glossary/xd_vppa.htm
Financial Services Modernization Act:

http://www.crimetime.com/S900.htm
Children’s Online Privacy Protection Act:

http://www.ftc.gov/ogc/coppa1.htm
Health Insurance Portability and Accountability Act:

http://www.dol.gov/dol/topic/health-plans/portability.htm
Genetic Information Nondiscrimination Act:

http://www.genome.gov/24519851
Privacy Act of 1974:

http://epic.org/privacy/laws/privacy_act.html
Title III of the Omnibus Crime Control and Safe Streets Act of 1968:
http://www.it.ojp.gov/default.aspx?area=privacy&page=1284
The Patriot Act:
http://www.fincen.gov/statutes_regs/patriot/index.html
NOTES:

