Torts, Crimes and Business

Chapter 7 & 8

Intent vs. Accident

· Intent:  b. The _______________________________ with which an act is done. 2a: clearly formulated or planned intention.

· Accident: 1a: an __________________________________________________________. b. Lack of intention or necessity. c: an unexpected happening causing loss or injury which is not due to any fault or misconduct on the part of the person injured but from the consequences of which he may be entitled to some legal relief. 

· Webster’s New Collegiate Dictionary

Intent Defined

· Mens rea:  _____________________ The mental state accompanying a forbidden act.  For an act to constitute a criminal offense, the act usually must be illegal and accompanied by a requisite mental state.

· Scienter:  _______________________________ of an operative state of fact.  Knowingly or with guilty knowledge. Making false statements intentionally to deceive or with what is recognized as the legal equivalent to a deliberately fraudulent intent to deceive.    

· Blacks Law Dictionary

Tort:  ______________ Behavior

See Video on Twisted Behavior

Intentional Torts

Intentional torts against persons

· Assault

· Battery

· False imprisonment

· Defamation of character

· Invasion of the right to privacy

· Intentional infliction of emotional distress

· Malicious prosecution

Intentional torts against property

· Trespass to land

· Trespass to and conversion of personal property

Trespass

Business Torts

· Entering certain businesses and professions without a license

· (Conducting Business with a license)

· Intentional misrepresentation (fraud)

· Civil RICO – __________________________________________________________________
Elements of Unintentional Torts (Negligence)

To be successful in a negligence lawsuit, the plaintiff must prove:

· the defendant __________________________________ to the plaintiff

· the defendant __________________________________ this duty of care

· the plaintiff __________________________________
· the defendant’s negligent act ______________________the plaintiff’s injury

Special Negligence Doctrines

· Negligence per se

· Res ipsa loquitur

· Dram shop acts

· Social host liability

· Guest statutes

· Good Samaritan laws

· Fireman’s rule

· “Danger invites rescue” doctrine

· Liability of common carriers and innkeepers

· Liability of landowners

Defenses Against Negligence

· Assumption of the risk

· Contributory negligence

· Comparative negligence

· Superseding event

Crimes and Business

Classification of Crimes

· Felonies – _______________________ punishable by jail time from one year -  to life sentences.  Crimes include arson, burglary, grand theft, murder, rape…

· Misdemeanors – _______________________ that are punishable by confinement up to one year, a fine or both.  Misdemeanors include: public intoxication, speeding, vandalism.  

· Violations – ________________.  Generally in fines only.  Examples include disturbing the peace, illegal gaming.

Civil and Criminal Law Compared

Larceny v. Theft?

· Explanation:
Larceny is "the crime of _________________________________________________ from another with intent to convert it to one's own use. Note: the term 'larceny' has been abandoned in many modern criminal codes in favor of the broader concept of theft.


· Theft: a broad term for crimes involving taking or keeping of money or property of another. It typically includes larceny, false pretenses, extortion, embezzlement, but not robbery or burglary.



Conversion?

· Criminal conversion is the crime of exerting ______________________________________ of someone else's property.  It differs from theft in that it does not include the element of intending to deprive the owner of the possession of that property. As such, it is a lesser included offense of the crime of theft.  

Snow blower Revenge?

Crimes Affecting Business

· Robbery

· Burglary

· Larceny (vs. Theft)

· Receiving stolen property

· Arson

· Graffiti

· Forgery

· Extortion

· Computer Crimes

· Credit card crimes

· Bad checks

· False identity 

Crimes Affecting Business

· Robbery

· Burglary

· Larceny

· Theft

· Receiving stolen property

· Arson

· Graffiti

· Forgery

· Extortion

· Computer Crimes

· Credit card crimes

· Bad checks

· False identity 

False Identity (Personal)

Identity and Personal Theft Prevention

· Do not give out personal information over the internet unless it is over a secured line.

· Report all stolen or missing cards immediately.

· Guard your ATM number.

· Use a locked mailbox.

· Review your credit report annually.

· Shred all unused documents that contain personal information such as credit card, bank account and Social Security numbers.

Please review the following eight slides on your own…
(For your Information Only)

Writing Checks…

· 3. When you are writing checks to pay on your credit card accounts, DO NOT put the complete account number on the "For" line. Instead, just put the last four numbers. The credit card company knows the rest of the number, and anyone who might be handling your check as it passes through all the check-processing channels will not have access to it.

· 4. Put your work phone # on your checks instead of your home phone. If you have a PO Box, use that instead of your home address. If you do not have a PO Box, use your work address. Never have your SS# printed on your checks, (DUH!). You can add it if it is necessary. However, if you have it printed, anyone can get it.

· 5. Place the contents of your wallet on a photocopy machine. Do both sides of each license, credit card, etc. You will know what you had in your wallet and all of the account numbers and phone numbers to call and cancel. Keep the photocopy in a safe place. Also carry a photocopy of your passport when traveling either here or abroad. We have all heard horror stories about fraud that is committed on us in stealing a name, address, Social Security number, credit cards.

· 6. When you check out of a hotel that uses cards for keys (and they all seem to do that now), do not turn the "keys" in. Take them with you and destroy them. Those little cards have on them all of the information you gave the hotel, including address and credit card numbers and expiration dates. Someone with a card reader, or employee of the hotel, can access all that information with no problem whatsoever.

Electronic Signatures = Trouble

· This can be copied by anyone as a .jpg file or .gif file and appended to ANY document requiring a signature.  

· Electronic digital authorization is the SAME as any contract signed in person.
IF YOU ARE A VICTIM:

· 1. We have been told we should cancel our credit cards immediately. The key is having the toll free numbers and your card numbers handy so you know whom to call. Keep those where you can find them.

· 2. File a police report immediately in the jurisdiction where your credit cards, etc., were stolen. This proves to credit providers you were diligent, and this is a first step toward an investigation (if there ever is one). However, here is what is perhaps most important of all (I never even thought to do this.)

 

ADDITIONAL INFORMATION:

· 1. The next time you order checks have only your initials (instead of first name) and last name put on them. If someone takes your checkbook, they will not know if you sign your checks with just your initials or your first name, but your bank will know how you sign your checks.

· 2. Do not sign the back of your credit cards. Instead, put "PHOTO ID REQUIRED” or “see ID”

 

IF YOU ARE A VICTIM (continued)

· 3. Call the three national credit reporting organizations immediately to place a fraud alert on your name and Social Security number. I had never heard of doing that until advised by a bank that called to tell me an application for credit was made over the Internet in my name. The alert means any company that checks your credit knows your information was stolen, and they have to contact you by phone to authorize new credit. By the time I was advised to do this, almost two weeks after the theft, all the damage had been done. There are records of all the credit checks initiated by the thieves' purchases, none of which I knew about before placing the alert. Since then, no additional damage has been done, and the thieves threw my wallet away this weekend (someone turned it in). It seems to have stopped them dead in their tracks. 

IMPORTANT NUMBERS!

Now, here are the numbers you always need to contact about your wallet and contents being stolen:

· 1.) Equifax: 1-800-525-6285

· 2.) Experian (formerly TRW): 1-888-397-3742

· 3.) TransUnion: 1-800-680-7289

· 4.) Social Security Administration (fraud line): 1-800-269-0271

Tips from the Credit Union

· Here are some tips to help you avoid falling victim to phishing/vishing/smishing scams:
· The credit union, another financial institution, or any other legitimate company will not send you an e-mail or text message asking for your personal information. If you believe the e-mail, text message, or phone call may be legitimate, contact the business yourself. The credit union's contact information is listed on your monthly statement, or you can look in your local phone book. 

· A financial institution will not ask you via e-mail or text message to verify your ATM PIN or Social Security Number, for example. We do have procedures in place to verify your identity when YOU CALL US, and this is for your protection. We will never CALL YOU and ask for this information. 

· Do not respond to any e-mail or text message that asks for your personal information, and do not click on any link in an e-mail that requests your personal information. Delete any suspicious e-mails or text messages, or forward to the Federal Trade Commission (FTC) at uce@ftc.gov. 

· Do not disclose any personal information (such as credit card numbers, social security number, birth date, passwords, account numbers, etc) to an unsolicited source, whether by e-mail, phone, text message, online or mail. 

· Ignore online pop-up windows asking for personal information, no matter how official they may look. 

· Review your monthly statements for accuracy.

White Collar Crimes

· Embezzlement

· Criminal fraud

· Bribery

· Racketeer Influenced and Corrupt Organizations Act (RICO)  

White Collar Crimes

Most likely to occur in places where power and money are involved:

Executive Level

Accounting/CFO 

Business Transactions such as Cashier, Sales and Marketing

Ways to Prevent Crime:

· Crime Prevention Programs

· Reporting Plans and Programs 

· Law Enforcement 

· Posted Warning Signs 

· Employee Training Programs

· An appointed company Mediator/Arbitrator

· Security Cameras in strategic areas

Constitutional Safeguards for Those Accused of a Crime

Fourth Amendment

· ___________________against unreasonable searches and seizures

Fifth Amendment

· Privilege against _______________________
· Protection against ______________________________
Sixth Amendment

· Right to ____________________________
Eighth Amendment

· Protection against _______________________________ punishment

Computer Crimes & Misuse

Computer Information as E-Evidence

“On several occasions I have had to go back and pull up emails the employees had written to other employees around the office that was presented to them at the day of their dismissal.  In my employers case since we store all emails ever written or received in the office we have a record in case such an occurrence would happen where we would need to retrieve old emails as evidence.”






K. Johnson






Engineering Firm, Fresno CA - IT Engineer

GAP POLICY…

   “…any transmission via a company’s electronic device is property of the company (Gap Inc. 2003)”

Confirmation of Policy Agreement

Affirmation

I have read, and agree to abide by, the guiding principles set out in this policy and recognize that failure to do so may result in punitive or legal action.

· Signature: _________________________                                                                     Date:   ____________________________                                                                           

· Printed Name: ______________________

Computer Privacy Issues:

Bogus Websites

What to Look Out For…

http://www.haworth-solutions.com/e/index.php?page=r_99

Applicant – Beware

(Homepage)

What you get when you go to this website now…

What you get when you click on…
Go to www.haworth-solutions.com and look for the information you want. 
    More information


Legitimate looking e-mails from popular accounts….

What happens when you click on, “Contact us!”

Nigerian Fraud 

· http://www.youtube.com/watch?v=Z1omofvWE5I
· www.fraudaid.com
· http://www.fraudaid.com/headers/outlook.htm
 Key Loggers

Ways Companies are Fighting Back!!!

PGP Encryption for e-mail

Websites to View

http://www4.law.cornell.edu/uscode/18/ch96.html
http://www.findlaw.com/01topics/22tort/index.html
http://www.iir.com/nwccc.htm
http://www.cfenet.com
Notes: 
POSSIBLE E-MAIL/COMPUTER POLICY

Email and other electronic communication is to be used for business purposes only, all messages written or received are, and remain under company policy. The company has the right to access, intercept, review and read all electronic communication for any purpose. Under no circumstances is electronic communication to be used to create any offensive of disruptive messages, or any messages which constitute sexual harassment, lewd or illegal activities, among those messages containing any offensive comment about someone’s age, sexual orientation, religious beliefs, national origin or disability.
Affirmation

I have read, and agree to abide by, the guiding principles set out in this policy and recognize that failure to do so may result in punitive or legal action.

Signature: _________________________     Date:   ____________________________                                                                           
