Component 8/Unit 8: Troubleshooting, Maintenance and Upgrades, and Interaction with Vendors, Developers, and Users
Suggested Student Application Activities 
 These activities help further introduce the student to basic security fundamentals and concepts including layered security and the CIA triangle.

Activity 1:  Helpdesk Tracking:

Tracking trouble issues is imperative to successful resolution of system issues and ensuring user needs are met on a timely basis. Plenty of products exist for tracking trouble issues; Remedy and Cerberus are a couple that come to mind. Research two tracking software options currently available. Compare and contrast them, generating a report outlining the advantages and disadvantages of each. Include recommendations for specific work environments that best suit each software product.

Activity 2: OS Upgrade

Microsoft has just released a new service pack for Windows 2003 server (the platform on which your EHR system is installed) that you have been delegated to install within 48 hours. You have asked the network administrator to devise an action plan to ensure these and other patches can be installed within the timeframe allotted. What steps should be included in this plan and why?

Expected Outcomes

Activity 1: (Objective 8-1) Students should begin with the product reference information available from each vendor or supplier. Software and training requirements should be identified, as well as costs with regard to licensing, training, and personnel. Reports should include the products’ ability to report, evaluate, fix, deploy, and follow-up errors, problems, and limitations reported by users or developers.

Activity 2: (Objective 8-2) Students should identify the time period for notification of downtime as well as the downtime itself. A process for delay should be available, if there is a justified reason for postponing the downtime, but reasons for delays should be outlined clearly with written policy statements. The plan should also include backup and restoration plans, and mitigation plans for reaction to unforeseen problems.
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