
Component 8/Unit 8-6: System Security Procedures and Standards
Self Assessment Questions 

1. HIPAA stands for:

a. Health Investment Protection and Availability Act

b. Health Information Protection and Access Act

c. Health Information Portability and Accountability Act

d. Health Insurance Portability and Accountability Act

e. Health Insurance Prosperity and Access Act

2. True or false: HIPAA requires protection not only of information that explicitly links to the patient (e.g., social security number), but also of information that could reasonably be used to identify the patient (e.g., ZIP code).

a. True

b. False

3. True or false: Local and state laws governing privacy of health information tend to supersede federal laws.

a. True

b. False

4. Which is NOT a common form of security breach?

a. Password-based attack
b. Identity spoofing

c. Application layer attack
d. Eavesdropping

e. Parasite attack

5. Which is NOT a type of safeguard required by HIPAA?

a. Organizational requirements
b. Virtual safeguards

c. Technical safeguards

d. Physical safeguards

e. Administrative safeguards

6. Which is NOT an important tool for data security?

a. Solid-state drive

b. Firewall

c. Encryption

d. Virtual Private Network (VPN)

e. Strong passwords
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