
Component 9/Unit 9 Assignments
Assignment 1:  On the Internet search and find a recent (within last year) security breach. Create a PowerPoint presentation that describes the security breach. How did it take place? Were the criminals caught? How?  Tell how the breach could have been prevented and what type of security measures should be put in place to stop the incident from happening again.  Be sure to include any terms or concepts covered in this chapter.

Solutions: Will vary.  Good sources for information are http://www.informationweek.com/security/index.jhtml;jsessionid=G212YMIREP2U1QE1GHRSKH4ATMY32JVN?cid=iwk-header-navbar-security, http://www.itsecurity.com/ ,  http://www.privacyrights.org/data-breach or a Google search on “security news” or “security breaches”.  

Reference: comp9_unit9-1&2_lecture_slides, Objective Reference #1-4
Assignment 2: (also included in zip file as Component 9_unit9_assignment2)

In the exercises in this activity, you will explore the security of your computer.  

Remember that we are just scratching the surface of a very complex topic.  Our goal is not to ensure that your computer is completely safe (we can't do that!) but to explore some of the issues and concepts and become familiar with them.  If you want to know more technical details about protecting your computer, you can explore the wealth of information available online.

Also, please note that there is only one way to keep your computer and its info completely protected:  don't connect to the Internet at all and never share data with anyone (via networks, diskettes, etc.).   For most people, this defeats the whole purpose of having a computer!  So, if we want to use the Internet, we have to accept that there will always be some risk.

Exercise 1 - Anti-virus (AV) software

Do you have anti-virus software installed on your computer?

If your answer is YES, answer items C through E below. (You can skip A and B)

If your answer is NO, answer items A through B below. (Then go to Exercise 2)

A.  Do some research to find out about TWO anti-virus software products.  For each product, find out the following info:

Product name = 

What company produces it?

How much does it cost?

Where can you buy it?

Product name = 

What company produces it?

How much does it cost?

Where can you buy it?

B.  Would you buy either of the products you listed above?  Why or why not?  If you would buy one, which one would you choose?  Why?

If you already have anti-virus software on your computer, answer these questions:

(otherwise, go to Exercise 2)

C.  What is the name and version number of your anti-virus software? 

(HINT:  To find out, you can start the software--under Start menu/Programs, then check the Help menu/About)

D.  Do you remember the last time you updated your virus definition files?   See if you can find information that lists the DATES of your definition files.  (These files might be called something like SIGN.DEF and MACRO.DEF.  You may be able to find this info under Help/About.)

E.  Test to see if your anti-virus software is working
The following test will download to your computer a file that looks like a virus but has no destructive capabilities.  It will help you determine if your anti-virus software is working.

1.  Visit the web site http://www.eicar.org and click on the link to "The AntiVirus testfile eicar.com"

2.  Scroll down to the bottom on the page.  You will see 4 file names listed in the "Download area".  

3.  Click on the first file listed (on the left)---named eicar.com.  If asked whether you want to Save or Open (Run) the file, choose Open (or Run).  

Was the virus detected?  

If so, then you have "dynamic protection" -- which checks for viruses as they enter your computer -- and it's working!

4.  If it wasn't detected, try running a scan of your hard drive with your anti-virus software.  

Was the virus detected?   

If not, then your anti-virus software may not be protecting you.

Now go on to Exercise 2 below…

Exercise 2 - Assessing your computer's vulnerability to hackers

For this exercise, you will visit a web site and run two online tests to see if your computer is open to certain kinds of intrusion.

Before you start, read these important notes:

· Run these tests from your HOME computer---NOT from a work computer that is on a corporate network protected by a corporate firewall and preferably NOT from a computer at your school.  If your home computer has its own firewall or is on a home network, that's ok.

· If your home computer is protected by a firewall, then when you run the test you may see an alert that there is an intrusion from an IP address in the range of 204.1.226.224   through   204.1.226.255.  This is just the test and does not indicate a problem.  In fact, it indicates that your firewall is working!

For this exercise, follow the steps below and then write a few sentences (in your own words!) about what the tests found.

1.  Go to this web site:   http://grc.com/default.htm
2.  Scroll down (way down to the "Hot Spots" section) and click on the ShieldsUP! link.

3.  You'll see an information screen.  Read it, then click Proceed.

Now you should be on the ShieldsUP! screen (it has a picture of a computer with a globe spinning above it).  Below some text, you will see a blue box with some sliver buttons across it.

4.  Click on the "File Sharing" button and wait while the test runs.  While you are waiting, record your IP address here:  

5. When the "File Sharing" test finishes, read the info provided.  Then describe here (in your own words) what the tests found about your computer:

Answers: Will vary.  These exercises test the student’s security on their pcs. 

6.  Now click the Back button (or scroll down) and then run the "Common Ports" test.  When the results screen appears, read it, and then summarize in your own words what the test found.  
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