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Note to Instructors 

This Lab Setup Manual is a resource for instructors using the Installation and Maintenance of Health IT Systems component.  This Component includes hands-on lab experiences designed to provide students the chance to work directly with servers and clients in an EHR system.
The motto for the programming language perl is: There’s More Than One Way To Do It (TMTOWTDI or TimToady). This phrase is also relevant to software and processes in the EHR field, as there are a number of vendors, products, and systems available. Systems may be based on public domain software (such as VistA), Open Source software (such as vxVistA, WorldVistA, and OpenVistA, all based on the public domain VistA, or the GPL’d Open EMR), and proprietary solutions (often sold as a package with a support contract.)
Because of the wide variety of software, systems, and installations, this course cannot broadly cover support for all systems (or even a large number of them.) Instead, it will focus on a few specific examples, implemented with a focus on a specific (fictional) clinical environment. The core concepts presented during the course will be extensible to other systems and installations.

In general, setup will vary between components in this curriculum and between courses that are provided. Use this guide as a template to setup your environment to provide students with access to lab exercises. Especially note that you will be required to download and utilize software from several sources, and that updates or changes to that software will not be covered by these materials.

Required Components
Virtual Machine Platform
The labs in this component are designed to be completed using virtual machines. Virtual machines (or VMs) are a software-based, isolated duplicate of a real machine, allowing an entire computer (physical setup, operating system, and data) to be “virtualized” or presented as an application on a host computer.
Virtual machines are excellent for use in labs allowing a single physical “host” computer to run multiple independent virtual computers, each with their own separate configuration. Also, virtual machines can be made portable, allowing students with capable home computers to “bring the lab home” and perform lab exercises outside of a classroom lab. Finally, virtual machines can be made accessible remotely via a VM server, allowing a centrally managed server to provide remote access to lab environments.
This course does not endorse specific virtual machine architectures, and in fact all labs can be installed on physical equipment and multiple virtual machine platforms. However, screenshots and configurations for labs in this manual were completed with VMWare Player 3.1.1 (freely downloadable from http://www.vmware.com/products/player/), VMWare Workstation (snapshot function is VERY useful for retrying labs), and Microsoft VirtualPC (freely downloadable from http://www.microsoft.com/windows/virtual-pc/download.aspx)
(Students using Windows 7 Professional or higher may choose to use “Windows XP Mode”, which provides a fully-licensed copy of Windows XP, available for free download from Microsoft.)
Microsoft Windows
The lab exercise platforms used in lab creation is Microsoft Windows Server 2008 (32-bit), Windows XP professional, and Linux preinstalled virtual machines. Several versions of Windows may be used as the platform for the lab exercises, including 32-bit versions of Windows XP, Vista, 7, and Server 2003. Software may be 1) purchased or preinstalled on a PC, 2) made available as part of a campus site license agreement, 3) made available as part of a school MSDNAA membership, or 4) evaluated as part of Microsoft’s 180 day trial license.

MSDNAA is available from http://msdn.microsoft.com/en-us/academic/default.aspx for a nominal yearly fee. More details and rules for software distribution are available from the MSDNAA site.

Trial software for Server 2008 is good for 180 days, after which a popup and background display will remind students that the software has expired. It is downloadable from http://www.microsoft.com/windowsserver2008/en/us/trial-software.aspx  in two forms, either as an ISO file or as a configured VHD file (designed for use with VirtualPC). 
System Requirements
Each virtual machine is to be configured with at least 1GB RAM and 60GB disk space. 

Virtual Machine creation and usage
Creation and installation of the VMs for student use are outside the instructional scope of the course – it is the Instructor’s responsibility to ensure that students are able to access a fresh Windows Server 2008 installation running on a virtual machine platform. You may setup for environment in many ways, but one example may be followed below:

System Requirements (Hardware and Software):
· Processor with virtual machine support

· 2GB RAM (4 desired) – 1024MB Windows Server 2008; 512MB Linux Appliances
· 5-10GB disk space available for each VM. 6 separate VMs specified in labs

Network Setup:
Host computer with Virtual Machines on same subnet, Internet access not required for virtual machines. Recommend using the “Host-mode” of the virtual machine software – see “option 2” under “Prepare Virtual Machines” below.

Prepare Host Computer:
Host computer should have the following files and applications installed:

· Virtualization software (VMWare, VirtualPC, VirtualBox)
· ISO file of “Vista for Education”  or physical DVD

· Pre-downloaded files (where licensing allows) for
· 7-zip extractor program like 7-Zip, WinRAR, or WinZip
· www.7-zip.org
· www.winzip.com
· www.rarlab.com

· Caché

http://download.intersystems.com/download/register.csp 

C2009_1_0_446_0_x86.exe
· OpenVista Virtual Machine Appliance: 
https://medsphere.org/download/project/openvista-appliance 
OpenVista-Appliance-r6.7z
· vxVistA Open Source Stack (includes Caché database and CPT codes)
http://www.vxvista.org/display/vxv/Download+Form 
vxVistA_Org_2010_1.zip

· OpenEMR Virtual Machine Appliance:
http://www.openmedsoftware.org/wiki/OpenEMR_Downloads 

OpenEMR-3-2-0-appliance-1.zip
Prepare Virtual Machines:

You may have students experience a single download and extraction, but in order to save time and bandwidth, pre-extract the virtual machines. The VM files are often compressed into an archive, either as a .zip or .7z file. Most computers are able to extract a .zip file directly, but .7z files must be extracted with an application that supports the format. 
Windows 2008 Server (and indeed every version of windows) will attempt to install a multitude of patches immediately after install. To minimize the delay in configuring a virtual machine, you have two options:

1) Setup the VM beforehand, and install all updates and patches. Duplicate this VM for lab use. 

2) Disallow Internet access for the VM before, during, and after installation. Do all labs without Internet access.

Option 1 will require planning with respect to licensing. If you are using evaluation versions, you have 10 days to activate a 180 day trial, so the “base” VM will need to be rebuilt periodically to prevent new copies from displaying activation errors and “this software may be counterfeit” messages. If activated, the evaluation “timer” will begin decrementing, reducing the amount of time the software may be used. More information is available from Microsoft at http://support.microsoft.com/kb/948472.

Option 2 will allow all labs in this guide to be completed fully, but requires some care in configuring the virtual networking for the VMs. Most virtual machine environments (VMWare, VirtualBox, VirtualPC) allow the VMs to be connected to an “internal” network – one that exists solely in the host computer. This will allow communication between VMs, and to the host computer, but will not allow VMs to access network resources outside that virtual network. In VMWare and VirtualBox, the VM settings should have the network adapter configured for “Host-Only”.  For VirtualPC, the adapter should be connected to “Internal Network”, but this has a significant limitation: the host computer will not be able to communicate with the internal network. To resolve this, you could add a loopback network adapter and attach to it instead, as outlined in this website (http://ixbtlabs.com/articles2/cm/virtualization-vpc-vserv-page1.html)
Transferring files into Virtual Machines
Copy to/from USB drive, create an .iso image or burn to CD, copy from network. Most straightforwardly for windows guest virtual machines, install the virtual machine assistance utilities (VMWare Tools, VirtualPC’s Integration Feature, or VirtualBox shared folders).
VistA and its “forks” – open source review
VistA was created by and for the US Dept of Veteran’s Affairs for use in and among VA care facilities. As a product of the US government, it is not under copyright, and is therefore public domain material, available through the Freedom of Information Act (FOIA). This FOIA VistA is available from the Department of Veterans Affairs ftp site, or via a mailed request for a DVD. 
Since the source code is available and not copyrighted, it is considered Open Source software. This allows it to be used as the basis for extension, or “forked”, creating a distinct piece of software with different capabilities and licenses. Three derivative platforms that have been forked in this manner are 
vxVista by DSS (http://vxvista.org/display/ds/Home), 
OpenVista by MedSphere (https://medsphere.org/index.jspa), and 
WorldVistA (http://worldvista.org/WorldVistA). 
One of the reasons for these forks is to provide a version of VistA that is more customized to a particular need; for instance, VxVistA is designed to identify patients without using a Social Security Number, and without reference to veterans. 
An alternative (and simplified) install for OpenVistA and WorldVistA is available by using the Astronaut VistA installer suite, which is a simple packaging of both client applications for windows as well as Linux packages for Ubuntu/Debian or RedHat/CentOS Linux servers. http://astronautvista.com/ has the links for download and more details.

Resources for Open Source EHR: http://medsphere.com/resources/miscellaneous 

Software dependencies for VistA
The programming language used widely in EHR management is called MUMPS, or M. Full training for this programming language is not provided by this component. More information is available at http://www.hardhats.org/m/Mmain.html.
The database platform used widely is Caché from Intersystems, which requires a license – it is not Open Source software. However, Intersystems has an academic licensing program called Caché Campus, and an evaluation download of its software available that allows a single user license. These should be good for one year. Software and an evaluation license is also available from DSS (providers of vxVistA) at More information is available at http://www.intersystems.com/cache/education/cachecampus/index.html and http://www.intersystems.com/cache/downloads/index.html.
AMA CPT Codes
The American Medical Association has created a set of Current Procedural Terminology codes for reporting, recording, and billing purposes. These codes are sold by the AMA, and have significant licensing and use restrictions outside of academic environments. 
Component Overview of Labs
This component covers fundamentals of selection, installation and maintenance of typical Electronic Health Records (EHR) systems. Students will be introduced to the principles underlying system configuration including basic hardware and software components, principles of system selection, planning, testing, and troubleshooting, and final deployment.  System security and procedures will also be introduced in this component.

There are 4 lab experiences included in this component, which are associated with the following units:
Lab 1 – System Installation


Unit 8-4 (Structured Systems Analysis and Design)
Lab 2 – User/Group access and management

Unit 8-6 (System security procedures and standards)

Lab 3 - System continuity / backup and restore of records 
Unit 8-9 (System Maintenance, Performance, and Decommissioning)

Lab 4 - Multiple clients, multiple servers
Unit 8-11 (Planning Full Deployment to End Users)
Lab 1 - System Installation

Unit 8-4 (Structured Systems Analysis and Design)

This Lab familiarizes students with the lab machine architecture, and walks the students through an EHR system install. Several systems are demonstrated in separate labs:

1a- VistA (as provided by the VistA for Education DVD available through the Component website), 
1b- vxVistA (available from DSS at http://vxvista.org/display/vxv/vxVistA+Download),
1c- OpenVista (available from MedSphere as a pre-configured Linux VMWare appliance at https://medsphere.org/download/project/openvista-appliance) 
1d- OpenEMR (available from the OpenEMR project as a preconfigured Linux VMWare applicance at http://bradymd.com/appliance)

Lab 1a – VistA for Education DVD install:

In this exercise, you install a FOIA VistA system. Use the following specifications as guidelines for your installation:

· Access and verify codes: DOCTOR1 and DOCTOR1.
· Windows computer

· VistA for Education DVD or .iso file

· NOTE: Install Lab1a OR Lab1b – if you install both on the same OS, they will conflict. You may perform both labs if you have separate virtual machines.

Do the following:

1) Boot up Windows Server 2008 and login as Administrator or equivalent. 

2) Mount the VistA for Education DVD, either by placing the DVD in the drive, or by connecting the .iso file to the Virtual Machine. In VMWare, this is done through Virtual Machine Settings, -> CD/DVD, -> Connection: Use ISO image file, then browse to the location of the .iso file.
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Figure 1 - Run cdstarter.exe
3) Choose Install ALL to install Caché, a sample prepopulated database, and shortcuts to applications. [image: image2.png]Read Me
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Figure 2 - Install ALL - Second button from top of VA VistA for Education dialog
4) Note the time, then wait for Caché to install 
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Figure 3 - Command prompt opens, wait for install
5) Press a key after Caché install to start the database upgrade and database key insertion. This will populate the Caché database with the preconfigured users and patient data, as well as install a demo license key for the Caché database. Once finished, note the end time, then compare the start and end times.
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Figure 4 - Pause for user to add database content
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Figure 5 - Finish install - note end time
6) Once the install has completed, press a final key, and the command prompt window will disappear, revealing the Desktop with a VistA_Apps folder. 

Note: before starting any client applications, verify that the Caché database is running by right-clicking on the blue cube icon in the taskbar and selecting Systems Management Portal. This will start a web browser opened to the server management portal.
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Figure 6 - Web browser opens to manage database
Close the web browser and the VA VistA for Education installation program. 

7) Open the VistA_Apps folder to reveal the client applications for accessing the running server.
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Figure 7 - Shortcuts for user applications to enter and review records and data
8) Double-click the CPRSChart (Computerized Patient Record System Chart) icon to start the application, and login with the following credentials: 

Access Code   DOCTOR1
Verify Code   DOCTOR1.  (Include the period at the end)

[image: image8.png]1 Windows Server 2008 HIT

| Action | Tools v Ctrl+AltDel

UVA UVA UVA UVA UVA UVA UVA UVA UVA UVA UVA UVA UVA

You have accessed the UVA Cache Account

VistaLink is installed in this account
Access privilege is based on specified need. As a user on this system,
YOU are responsible for complying with all security regulations regard-
ing access. YOU are not to share access codes with anyone or to access
accounts that do not pertain to YOUR job. YOU are responsible for
maintaining the integrity, confidentiality, and security of all infor-
mation contained in this system.

USERs who use this system inappropriately will have their access ter-
minated and removed from the system.

VIEWing this message indicates that YOU agree with the terms of system

MISUSE of this system constitutes a Federal Crime.

=l

I™ Change Verify Code

| \_//1 Access Code: [
\

VerifyCode: [ % Cancel

i

frstan| | M 6 | L vt sees | cPrs - Patient chare B P% snm |





Figure 8 - VistA sign-on screen for CPRSChart application
9) Once you have verified that you can see a list of patients to choose from, exit the application. You have successfully installed and connected to the server from the same server.
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Figure 9 - View patient selection screen of CPRSChart Application
Close the application, and shut down the virtual machine.

Lab 1b – vxVistA install:

In this exercise, you install an open source vxVistA system, which is based on VistA, but with interface and internal changes. Use the following specifications as guidelines for your installation:

· Identify location of Caché database (cache.dat file): C:\dbroot is suggested
· Identify namespace: VOS namespace maps to c:\dbroot\VOS

· Ensure you have the following files (available from DSS, creators of vxVistA): 
· C2009_1_0_446_0_x86.exe 

· vxVistA_Org_2010_1.zip (or a folder with contents extracted)

· NOTE: Install Lab1a OR Lab1b – if you install both on the same OS, they will conflict. You may perform both labs if you have separate virtual machines.
· NOTE: Review the “simple_vxVistA 2010.1 Open Source Setup and Installation Guide.pdf” file, or have it available as a printed document before starting installation. The steps below will refer to specific Sections in that document.
Do the following:

1) Boot up Windows Server 2008 and login as Administrator or equivalent.

2) Copy the files to the windows desktop, if they are not already there. Depending on your virtual machine environment, you may be able to simply drag them there, or copy them from a USB hard drive or CD-ROM. 
Section I – Create files and directory structure
3) Extract the vxVista file’s contents to the desktop by right-clicking on the file, and choosing Extract All.

4) Create the database folder for Caché (c:\dbroot\VOS) by clicking Start, then Computer. In the left pane, right-click on, choose new, then Folder. Type dbroot as the folder name. This will create C:\dbroot\ on your hard disk. Minimize the Explorer window.
5) Open the vxVistA_Org_2010_1 folder on your desktop, open vxVista.Org, highlight the VOS folder, and press Ctrl-X (or right-click and choose cut). Maximize the window from the step above, highlight dbroot, and press Ctrl-V (or right-click and choose paste) to move the VOS folder into c:\dbroot. When this completes, open the VOS folder to verify the file c:\dbroot\VOS\cache.dat. Close all Explorer windows.
Section II – Install and configure Cache
6) Run C2009_1_0_446_0_x86.exe (you may need to click “allow” for a new install), then accept the license agreement and continue with the installation steps, using the defaults for each step.
a. Instance name CACHE (default)
b. Installation folder  C:\InterSystems\Cache (default)

c. Setup type Server
d. 8-bit support  (default)
e. Initial Security Settings Minimal (default)
f. License key – if you have a license key file (cache.key), you may click the license button to run the license wizard. The license key file is a simple text file that can be opened in notepad, and the data pasted into the appropriate field. This will allow you to skip the “stop, copy, and restart” steps on page 13 and 14.
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Figure 10 - License Wizard with sample key data filled in
g. Select Install to complete the Caché install process. When finished, uncheck the “Display Getting Started page” checkbox, and select Finish. The blue cube should be visible in the lower right after this is done.
7) On page 15 of the document, follow the procedure for allowing access to the VOS namespace, starting with step 2. 
a. Right-click on the blue cube and choose System Management Portal. 
b. In the web page that opens, choose Configuration, => Namespaces. 

c. Choose Create New Namespace

d. In the form, Click the “Create new Database” button.

e. In the Database Wizard window, enter VOS as the name, and C:\dbroot\VOS\ as the directory. Click Next, then Finish. 

f. Enter VOS for the name of the namespace, then click Save. VOS should now be visible in the table of namespaces.

Section III – Global Mappings and Routine Mappings
8) For the VOS namespace in the table, choose Global Mappings.
a. Choose the “New Global Mapping” button, and click the red “Advanced” link to pop-out more fields.

b. Select VOS from the “Global database locations” drop-down menu, and type %Z* into the “Global name” field, verify that the “Lock Database Location” drop-down is VOS, and choose Apply.

c. Select CACHETEMP from the “Global database locations” drop-down menu, and type TMP into the “Global name” field, verify that the “Lock Database Location” drop-down is CACHETEMP, and choose Apply.

d. Again, select CACHETEMP from the “Global database locations” drop-down menu, but type UTILITY into the “Global name” field, verify that the “Lock Database Location” drop-down is CACHETEMP, and choose OK.
e. Click the “Save Changes” button and verify the new global mappings of %Z*, TMP, and UTILITY.
f. Choose the [ Namespaces ] link in the menu at the top to return to the namespaces page.

9) For the VOS namespace in the table, choose Routine Mappings.
a. Choose the “New Routine Mapping” button.

b. Select VOS from the “Routine database locations” drop-down menu, and type the following names into the “Routine name” field. For each, choose Apply, then Close when all seven names have been entered. No numbers are used.
%DT* , %RCR* , %XU* , %ZI* , %ZO* , %ZT* , %ZV*

The order does not matter, but verify that all are listed in the Routine Mappings table, then click the “Save Changes” button and verify the new routine mappings.
c. Choose the [ Home ] link in the menu at the top to return to the Systems Administration page

Section IV – Enable console access through telnet
10)  Choose Home, => Security Management, => Services, then “%Service_Telnet” link in the table. Check the “Service Enabled” box and press Save. Choose the [ Home ] link in the menu at the top.
11) Choose Home, => Security Management, => Users, then the Edit link next to “UnknownUser” in the table. For “Startup Namespace” choose VOS, and for “Startup Tag^Routine”, type in ^ZU then Save and Close. Close the Web browser, as database configuration is completed.
Accessing the database via user applications
12) User applications for accessing the newly created database and files are in the vxVistA_Org_2010_1\vxVista.Org\Application Programs folder on your desktop. Open this folder, anCreate shortcuts for the five available user applications: vxBCMA, vxBCMAPar, vxCPRS, vxGroupNotes, and vxVitals. Perform the steps for each of the applications listed.

a. Open the application folder, and right-click on the application. Choose “Create Shortcut” from the menu.
b. Right-click on the shortcut you just created, and choose Properties.

c. In the Target field, add the following to the end of the line: S=LOCALHOST P=9201, then click OK. 

NOTE: The S= parameter identifies the server address. To allow a separate client to access the server, change LOCALHOST to the address of the server. 

d. Move the newly modified shortcut to the desktop. (Resize the Explorer window to show some of the desktop, and drag the shortcut to the exposed area.)
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Figure 11 - Copy application shortcut to the desktop
13) Run the vxCPRS application, using the access code ADMIN123 and the verify code 123Admin!
14) Verify the list of available patients. Close the application. Shut down the virtual machine. 
Lab 1c – OpenVistA appliance install:

In this exercise, you setup an OpenVistA system, which is based on VistA, but with interface and internal changes. Use the following specifications as guidelines for your installation:

· VMWare Player or Workstation pre-installed on host

· Completely self-contained virtual machine OpenVista-Appliance-r6.7z
· Extract with 7z compatible decompressions utility
Login Credentials: 
· Linux Users:

· username/password: demo / medsphere (sudo for root)

· OpenVista Users:

· access/verify/e-sig: SM1234 / SM1234!! / SM1234! (MANAGER, SYSTEM)

· access/verify/e-sig: PU1234 / PU1234!! / PU1234! (USER, PHYSICIAN)

· access/verify/e-sig: NU1234 / NU1234!! / NU1234! (USER, NURSE)

· Patient Dashboard Users:

· access/verify: DB1234 / DB1234!!

Do the following:

1) Download the OpenVista appliance from https://medsphere.org/download/project/openvista-appliance
2) Browse to the location of the downloaded file [image: image10.png]w )« Local Disk (K » HIT labs.
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3) Using a .7z capable archive utility, extract the compressed archive.  [image: image11.png]Search HIT labs
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Figure 12 - OpenVista-Appliance .7z file being extracted to a folder
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4) Start VMWare Player application. From the file menu, choose Open a Virtual machine, then browse to the location of the newly extracted folder. Choose the OpenVista-Applicance.vmx file, and select Open. [image: image13.png]Open Virtual Machir P |
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5) Select the OpenVista-Appliance from the menu on the left, and click “Play virtual machine” [image: image14.png]% vMware Player Eie v Virtual Machine ~ Help ~
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Figure 13 - VMWare Player ready to play the virtual machine
6) The VM will boot, and soon show the desktop of the pre-configured server. [image: image15.png]OpenVista-Appliance - VMware Player File v Virtual Machine ~
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Figure 14 - OpenVista Applicance desktop
7) Start the OpenVista CIS application at the upper left, and login using the Physician credentials presented at the beginning of the lab. You will be prompted to change your password. Be sure to record the password that you create.  [image: image16.png]w Applications i Places @ @ Y= 18:05 §.
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Figure 15 - OpenVista CIS authentication and password change

8) You will now be presented with a patient selection screen. Several general patients have been created. Choose the first patient, then press the “Select Patient” button. [image: image17.png]Patient
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Figure 16 - OpenVista select patient dialog
Close the CIS application. Shut down the virtual machine by clicking the small door icon in the upper right, then choosing Shut Down. 
Lab 1d – OpenEMR appliance install:

In this exercise, you setup an OpenEMR system, which is a GPL’d open source system that does not use proprietary database software, instead using the open source mysql database. Use the following specifications as guidelines for your installation:

· VMWare Player or Workstation pre-installed on host

· Completely self-contained virtual machine 
· Web applications, no client install required
Do the following:

1) Download the OpenEMR appliance from http://downloads.sourceforge.net/openemr/OpenEMR-3-2-0-appliance-1.zip
2) Browse to the location of the downloaded file. [image: image18.png]=)
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3) Extract the archive using a decompression utility. It will extract a folder named OpenEMR-3-2-0-appliance-1 with several files in it that constitute the virtual machine.[image: image19.png]e y———
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4) Start VMWare Player application. From the file menu, choose Open a virtual machine, then browse to the location of the newly extracted folder. Choose the OpenEMR-3-2-0-appliance-1.vmx file, and select Open. 
5) Select the OpenEMR-3-2-1-appliance-1link from the menu on the left, and click “Play virtual machine” [image: image20.png]% vMware Player Eile ~ Virtual Machine ~ Help ~
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Figure 17 - VMWare Player with OpenEMR applicant selected and starting
6) The OpenEMR server does not include a graphical desktop, only a login console. The console will list the URL to open in your web browser that allows access to the OpenEMR database and applications – it is a purely web-based environment. [image: image21.png]OpenEMR-3-2-0-appliance-1 - VMware Player  file ~ Virtual Mac
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sudo command password is openemrcool
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MUSQL root user has an empty password
(Note that the above passwords are from initial configuration)

Sof tuare version information: Ubuntu Server Edition 8.04, OpenEMR 3.0.0, Webnin
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Figure 18 - OpenEMR Linux console displayed
Note the URL for OpenEMR access in your console window. In the example above, it is https://192.168.45.112/openemr 

If you click inside the virtual machine and your mouse cursor disappears, you can press the Ctrl-Alt key combination and your cursor should return.
7) Open a web browser on your local computer and type the URL given into the address bar. When you do so, you will experience a SSL certificate error. Choose to ignore the certificate error and continue on to the session. [image: image22.png]% Fovorites [ Login J B - B -
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Figure 19 - OpenEMR web login interface
8) Login with the username given on the Linux console: user: admin   pass: pass  [image: image23.png]U Favorites
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Figure 20 - OpenEMR web interface
9) This demo version is not pre-populated with user or patient data. Close the web browser. To shut down the virtual machine, choose “Virtual Machine” from the VMWare Player menu, then “Send Ctrl-Alt-Del” and the server will begin rebooting. As soon as it begins to start back up, choose “Virtual Machine” again, then Power, then “Power Off”. [image: image24.png]i OpenEMR-3-2-0-appliance-1 - VMware Player file ~ Virtual Machine v Help ~
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Figure 21 - Power down virtual machine
An additional procedure to shut down the virtual machine is to login to the Linux console (username openemr, password openemrcool), then type the command sudo shutdown –h now, followed by the password when prompted. This requires no interaction with the VMWare menus, and will close the program directly.
Lab 2 – User/Group access and management

Unit 8-6 (System security procedures and standards)

Lab 2 – OpenEMR user creation, deletion and access control:

In this exercise, you continue working with the OpenEMR appliance from Lab1d, and create new users to access, modify, and create patient and administrative data. Use the following specifications as guidelines for the exercise:

· Requires functioning, pre-installed OpenEMR virtual machine 

· Requires access to server via web browser – identify URL from Linux console

Note: More detailed information about the procedures for managing the OpenEMR system are available in the online User Manual, found at the bottom left, just above the Logout link when you are logged in to the system..
Do the following:

1) Start up the OpenEMR virtual machine. Record the URL indicated above the login prompt on the Linux console for OpenEMR access, which should be similar to https://192.168.45.112/openemr[image: image25.png]OpenEMR-3-2-0-appliance-1 - VMware Player  file ~ Virtual Mac
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The HTTPS(443), SSH(22), and Uebmin(10000) ports are open.

Appliance login name is openemr with password openemrcool
To run a command as administrator (user "root"), use "sudo <command>".
sudo command password is openemrcool

MySQL user is openemr with passuord openemr
MUSQL root user has an empty password
(Note that the above passwords are from initial configuration)

Sof tuare version information: Ubuntu Server Edition 8.04, OpenEMR 3.0.0, Webnin
1.450, Apache 2.2.8, MySQL 5.0.51a, and PHP 5.2.4.

openenr login:





Figure 22 - OpenEMR Applicance Linux console
2) Start a web browser on your host computer, and type the URL recorded above into the address bar. Continue past the SSL certificate errors to the login page for the OpenEMR server. [image: image26.png]% Fovorites [ Login J B - B -
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Figure 23 - OpenEMR web login interface
3) Login with the username admin, password pass to login and see the default view, including the main calendar screen and Patient Notes and Authorizations
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Figure 24 - OpenEMR web interface
4) On the left-hand side, expand the link for Administration and click on the Facilities link. Here you will assign the name of the clinic.
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Figure 25 - Administration screen - Edit Facilities link
Click on the Edit link next to “Your Clinic Name Here” to go to Edit Facility Information.
5) In the Name field, insert SHC Family Practice, for Smiley Happy Care Family Practice. Fill out the other fields according to data specified below, then click Update.
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Figure 26 - Form completion of SHC Family Practice
Phone: 
919-555-1234

Fax: 
919-555-1235

Address:
100 SmileyHappy Court

City: 
Durham

State:
NC

Zip:
27707

Country:
US

EIN:
99-9999999

NPI:
9999999999

POS Code: 
11: Office

6) Create physicians, nurses, and clerical workers for the clinic. On the left-hand side under Administration, click on the Users link. Fill out the fields for each user as specified below, clicking the Add button for each. (To see more of the screen, clear the Bot checkbox at the upper left.)
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Figure 27 - Add Users: Doctors, Nurses, and Staff
Add the following users and types :
	First
	Last
	Username
	Pass
	Prov.
	TaxID
	DrugID
	UPIN
	NPI
	Access

	Alice
	Adams
	aadams
	aaaa11
	check
	99-99991
	999991
	aa1111
	991
	Physicians

	Bob
	Bing
	bbing
	bbbb22
	check
	99-99992
	999992
	bb2222
	992
	Clinician

	Cindy
	Cline
	ccline
	cccc33
	check
	99-99993
	999993
	cc3333
	993
	Clinician

	David
	Dull
	ddull
	dddd44
	
	99-99994
	
	
	
	Accounting

	Erik
	Enthuse
	eenthuse
	eeee55
	
	99-99995
	
	
	
	Front Office


7) Create a sample patient record. On the left-hand side under Patient/Client, click on the Management link, then on New/Search. 
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Figure 28 - Patient Management - Creating a Patient

Fill in the fields as indicated below, and then click the “Create New Patient” button.

	Who:

Name: 
Mr. 



Peter  (no middle initial)



Patient

DOB:
1/1/1980

Sex:
Male

S.S.:
111-11-1111

Marital:
Single 


	Choices:

Provider: 
Alice Adams




8) Mr. Patient is allergic to penicillin, and prefers the nickname “P-man”, so record these in his patient record. 
In the lower left window, click Medical Problems (more), then “Add Issue”
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Figure 29 - Add Issue to Patient Record
A new window will pop up (with possibly a note about SSL certificate problems). Choose Type: Allergy, then select penicillin, then click Save.

[image: image33.png]& Add NewIssue - Windows Intemet Explorer
E] &
Type: B
Ipenicilin
sulfa
odine
codeine (Select one of these, or type your own ttle)
penicilin
I
(leave blank if still active) fl
i
| Oceurrence: Unknown or /A -
|| Referred by: i
i
Outcome:  Unassigned  ~
i
@ Interet | Protected Mode: On o v R10% -





Figure 30 - Create Issue: Allergy to penicillin
In the lower right window, click Notes (more), choose Type: Other and To: ** Close **  then write a note about his preferred nickname and click the “Add New Note” button.
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Figure 31 - Creation of Patient note

Once this is done, in the left-hand window click on Patient/Client => Management => Summary and verify that his allergy and patient note have been included. [image: image35.png]& OpenEMR - Windows Intemet Explorer
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Figure 32 - Verify allergy record and patient note on record summary screen

9) Login as a physician, as an accountant, then as a receptionist to verify access to patient record data. First, logout of the system by clicking the Logout link at the bottom of the left hand window. [image: image36.png]& OpenEMR - Windows Intemet Explorer
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Figure 33 - Physician view of patient record, including Logout link
10) At the web login screen (see figure in step 2 above), login as the Physician you created in step 6. If you experience an error, you may login as admin and check the user record and password as in step 6. [image: image37.png]{E OpentMR - Windows Intemet Explorer 1 =1
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Figure 34 - Physician search of patient record
In the left hand window click on Patient/Client => Management => New/Search and enter the first name of the patient in the Name: field, then click Search.
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Figure 35 - Patient search results
Verify that the record shows the allergy issue and the nickname note at the bottom of the record. [image: image39.png]& OpenEMR - Windows Internet Explorer TN
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Figure 36 - Patient Record for Physician
11) Logout, then login to the system as the receptionist (or front office user) created in step 6. Search for the patient record as above, and note that while demographic information and Notes are visible, Medical Problems/Issues are not authorized. [image: image40.png]& OpenEMR - Windows Intemet Explorer
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Figure 37 - Patient Record for Receptionist
12) Logout, then login to the system as the bookkeeper (or accountant) created in step 6. Search for the patient record as above, and note that while demographic information is visible, but Medical Problems/Issues and Notes are not authorized. [image: image41.png]& OpenEMR - Windows Intemet Explorer
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Figure 38 - Patient Record for Accountant
Logout of the system and close the web browser. Follow the shutdown procedure for the OpenEMR virtual machine as listed in Lab1d

Lab 3 - System continuity / backup and restore of records 
Unit 8-9 (System Maintenance, Performance, and Decommissioning)

Lab 3 – OpenEMR database back and restore:

In this exercise, you continue working with the OpenEMR appliance from Lab2b, and complete a backup and successful restore of clinic and patient data. Use the following specifications as guidelines for the exercise:

· Requires functioning, pre-installed OpenEMR virtual machine (appliance-1), pre-populated with users and patient records (for successful restore verification)

· Requires access to server via web browser – identify URL from Linux console

· Requires second, fresh OpenEMR virtual machine (appliance-2)
· 7-zip (or archiving utility supporting tar.gz files) is required

Note: More detailed information about the procedures for managing the OpenEMR system are available in the online User Manual, found at the bottom left, just above the Logout link when you are logged in to the system..

Restore is performed much more rarely than backup, but it is much more important. The backup file to be generated (emr_backup.tar) is an archive – that is it contains other files and directories, similar to a .zip file, but without compression. This particular archive contains two other archives: openemr.tar.gz and openemr.sql.gz

The .tar.gz indicates an archive that has been compressed with gnuzip – that is, .tar.gz is very similar to a .zip file.

The openemr archive includes a backup of the entire website that contains all the client-accessible applications and pages. This file would allow you to extract its contents to a web server (properly configured with php and other services) and view the pages.

However, it does not contain ANY patient or user data. Patient and user data is instead stored in a database, which the website will dynamically query in order to generate the web pages with patient and user content that we actually see. 

The database data is stored in the openemr.sql archive, and a large text file containing all patient and user data. Obviously this is the more critical file – the website may be recreated by downloading again from OpenEMR, but the data is much more difficult, if not impossible, to replace.
For the restore portion of this lab, the assumption will be that the first OpenEMR server is unavailable. You need not close the first virtual machine (unless system resources are low), but we will perform the restore and verify on the second virtual machine with the backup from the first one.
Do the following:

1) Start up the populated OpenEMR virtual machine (appliance-1). Record the URL indicated above the login prompt on the Linux console for OpenEMR access, which should  look like https://192.168.45.112/openemr[image: image42.png]OpenEMR-3-2-0-appliance-1 - VMware Player  file ~ Virtual Mac
* Running local boot scripts (setc/rc.local)

Uelcome to the OpenEMR Appliancet!
Most Recent User Manual can be found at http://bradymd.con/appliance

The IP address of this appliance is: 192.168.45.112
0penEMR -> https:/,192.168.45.112/0penenr  user: admin  pass: pass
ebnin  —> https://192.168.45.112:10000,  user: openemr pass: openemrcool

The HTTPS(443), SSH(22), and Uebmin(10000) ports are open.

Appliance login name is openemr with password openemrcool
To run a command as administrator (user "root"), use "sudo <command>".
sudo command password is openemrcool

MySQL user is openemr with passuord openemr
MUSQL root user has an empty password
(Note that the above passwords are from initial configuration)

Sof tuare version information: Ubuntu Server Edition 8.04, OpenEMR 3.0.0, Webnin
1.450, Apache 2.2.8, MySQL 5.0.51a, and PHP 5.2.4.

openenr login:





Figure 39 - OpenEMR Applicance Linux console
2) Start a web browser on your host computer, and type the URL recorded above into the address bar. Continue past the SSL certificate errors to the login page for the OpenEMR server. [image: image43.png]% Fovorites [ Login J B - B -

3 OpenEMR

'OpenEMR v3.2.0

Usemame:
Password

Language: Default - English (Standard) ~

S @ v Pagev Safetyv Tooksv @

@ Intemet| Protected Mode: On

v R10% -





Figure 40 - OpenEMR web login interface
3) Login with the username admin, password pass to see the default view, and then verify the existence of data records. Go to Administration => Users, and scroll to the bottom of the panel to view the active users of the system. Ensure there is at least one more user than admin. [image: image44.png]& OpenEMR - Windows Interet Explorer ™)
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4) Click on Patient/Client => Management => New/Search and click Search. [image: image45.png]{E OpentMR - Windows Intemet Explorer 1 =1
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Figure 41 - Physician search of patient record
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Figure 42 - Patient search results

5) Click on Administration => Backup and click the Create backup button [image: image47.png]& OpenEMR - Windows Internet Explorer
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Figure 43 - Backup Administration
6) You will see prompts for Dumping the OpenEMR database and web directory tree, and it will let you know that a backup file has been created. You may be prompted to “Click here for more options” If so, click “allow” and start the backup procedure again. [image: image48.png]& OpenEMR - Windows Internet Explorer
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Figure 44 - Backup created and prompting to download

The resultant filename will be called emr_backup.tar and it should be stored safely [image: image49.png]FleDownioad 0 e
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Figure 45 - Backup file download dialog box

7) Extract the openemr.sql database backup from the emr_backup.tar file. 

Go to the location of emr_backup.tar, right-click on it, 7-zip, and select “Extract Here”
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Figure 46 - 7-zip extraction of tar file
With the resultant openemr.sql.gz file, right-click on it, 7-zip, and select “Extract Here”

You should now have a file called openemr.sql. This is a large text file, but can be opened in notepad to verify.  This is the full contents of your backed up database.
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Figure 47 - 7-zip extraction of gz file
8) Open the second OpenEMR virtual machine (appliance-2). Be sure to note the different URL that is presented in the Linux console window.
https://192.168.134.129/openemr [image: image52.png]OpenEMR-3-2-0-appliance-2 - VMware Player  file ~ Virtual Mac
* Running local boot scripts (setc/rc.local)

Uelcome to the OpenEMR Appliancet!
Most Recent User Manual can be found at http://bradymd.con/appliance

The IP address of this appliance is: 192.168.134.129
0penEMR -> https:/,192.168.134.129/openemr  user: admin  pass: pass
uebnin  -> https://192.168.134.129:10000,  user: opememr pass: opemenrcool

The HTTPS(443), SSH(22), and Uebmin(10000) ports are open.

Appliance login name is openemr with password openemrcool
To run a command as administrator (user "root"), use "sudo <command>".
sudo command password is openemrcool

MySQL user is openemr with passuord openemr
MUSQL root user has an empty password
(Note that the above passwords are from initial configuration)

Sof tuare version information: Ubuntu Server Edition 8.04, OpenEMR 3.0.0, Webnin
1.450, Apache 2.2.8, MySQL 5.0.51a, and PHP 5.2.4.

openenr login:





Figure 48 - Restore target OpenEMR server
9) Open a web browser using the new URL, login as the physician user: aadams and password: aaaa11. Are you be able to login as the physician? Why or Why not?
Next, login as user admin, password pass, as in step 2) and 3) above. 

Complete steps 3) and 4) again, and compare them to your previous results. Are they different? Why? [image: image53.png]=)
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Figure 49 - List of users in new (blank) OpenEMR server

10) Open a new web browser window, and use the URL given for webmin. 
http://192.168.134.129:10000
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Figure 50 - Webmin authentication window
Login using the credentials user: openemr password: openemrcool
Webmin is a systems management interface available for Linux and UNIX machines – we will be using it to restore the mysql database 
11) Once logged in, browse on the left hand side to Servers => MySQL Database Server [image: image55.png]& Webmin 1.500 on openemr (Ubuntu Linux 8.04.2) - Wi ]
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Figure 51 - MySQL database administration window
Once there, click on the green openemr folder.

12) In the Edit Databases screen, scroll right to expose and click on the “Execute SQL” button. [image: image56.png]& Webmin 1.500 on openemr (Ubuntu Linux 8.04.2) - Wi ]
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Figure 52 - Edit MySQL database openemr
13) Choose the “Run SQL from file” tab. Choose the “From uploaded file” radio button, and click the Browse button. Choose the openemr.sql file that you extracted in step 7. [image: image57.png]& Webmin 1.500 on openemr (Ubuntu Linux 8.04.2) - Wi ]
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Figure 53 - Execute SQL commands from uploaded backup file
Press the Execute button
14) On the “Execute SQL” results page, verify that tables were created and records were inserted. [image: image58.png]& Webmin 1.500 on openemr (Ubuntu Linux 8.04.2) - Wi ]
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Figure 54 - Execute SQL results page
15) Switch to the OpenEMR administration window from step 9) and choose Administration => Users, then scroll down and view the active users. Complete steps 3) and 4) again, and compare them to your previous results from step 9). Are they different? Why? [image: image59.png]GO~k
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Figure 55 - OpenEMR User management screen, showing restored users
Verify the patient record list as well. Switch between appliance-1 and appliance-2 to verify that the records have been successfully duplicated.

Close your web browsers. Shut down both virtual machines as in step 9 of Lab1d. Remember that appliance-2 is now populated with data. If you wish to try the lab again, you must freshly extract appliance-2, or restore a snapshot (if using VMWare Workstation)
Lab 4 - Multiple clients, multiple servers
Unit 8-11 (Planning Full Deployment to End Users)

Client deployment with OpenEMR is as simple as ensuring web browsers are installed and the server is accessible. VistA and its derivatives can have remote access with a simple client, but it is text-mode console access and user “unfriendly”. Well, perhaps not unfriendly, but it is very choosy about who its friends are.

Therefore, to allow graphical clients access to VistA based systems, a local install of client applications must be performed. 

VistA and its derivatives require a short procedure for installation of clients that is basically an extension of the lab performed in Lab1a and Lab1b. OpenVista has a separate deployment procedure that is the bulk of the following lab.
OpenVistA and WorldVista, if installed as part of the Astronaut VistA Suite, have a separate install program available, called Astronaut VistA client installer. This self-contained install program will deploy the client applications to a windows computer, including clinical interfaces, system configuration utilities, at terminal access via PuTTY.

Lab 4 – OpenVistA client deployment:

In this exercise, you continue working with the OpenVistA appliance from Lab1c, and setup client applications on user workstations. Use the following specifications as guidelines for the exercise:

· Requires functioning, pre-installed OpenVistA virtual machine
· Requires functioning windows computer (could be host computer) with at least Microsoft .net framework 2.0 update installed
· Requires network access from windows client to server 

Do the following:

1) Start up the OpenVistA appliance. Ensure that the database is running and accessible by running the OpenVistA CIS application on the desktop, and logging in as the installed physician (access/verify: PU1234 / PU1234!!). You will have to change your verify code upon login. For consistency, immediately close the application after changing it, then login again, this time with the “Change password upon login” box checked, and change it back to PU1234!! 
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Figure 56 - OpenVista desktop and CIS application authentication screen

Once you have verified that the database server is operational, we will need to discover its address to connect remotely.

2) Right-click on the small dual-computer networking icon in the upper right corner, next to the speaker icon. Choose “Connection Information” from the menu that results, and you will see a popup containing the network information for this server. [image: image61.png]w Applications i Places @ @ Y= 18:09 §
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Figure 57 - OpenVistA Appliance IP address discovery

Record the IP Address – this will be the address used to connect to the server.

3) From the Windows client, verify connectivity to the server by clicking Start, Run, then typing ping 192.168.134.132 (using the IP address from step 2). 

4) Next, download the client applications to the windows computer from the OpenVista appliance. Click Start, Run, and type \\192.168.134.132\openvista to open an Explorer window showing applications to install. [image: image62.png]) Windows XP Professional - VMwar
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Figure 58 - Windows client downloading and installing applications from OpenVistA appliance

Install them in the following order: (Accept the defaults for each)


gtksharp-runtime-2.10.4-6.msi

openvistacis-0.9.96.msi
Next, copy the putty.exe and open-tied_rsa_key.ppk files to the desktop.

5) After all the installs and copying is finished, type into the Address bar of the window: “C:\Program Files\Medsphere\OpenVista CIS” and press Enter. Right-click on the “Shortcut to OpenVistaCIS” and select properties. [image: image63.png]) Windows XP Professional - VMware Workstation
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Figure 59 – Change properties of "Shortcut to CIS"
6) In the Target: field, remove the “s=change_server p=change_port“ and replace it with the IP address of the server for change_server, and 9201 for change_port then press OK. [image: image64.png]@) Windows XP Professional - VMware Workstation
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Figure 60 - Add IP address and port number properties to "Shortcut to CIS"
Drag the icon for “Shortcut to OpenVistaCIS” to the Desktop
7) Run the “Shortcut to OpenVistaCIS”. In the Connect to OpenVistA window, authenticate using the credentials from step 1). Verify that you are able to connect, and close the application. [image: image65.png]File  Edit
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Figure 61 - Login to CIS application
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Figure 62 - Display authenticated CIS session to OpenVista server
8) Run the putty.exe program. On the left-hand side, expand SSH, and select Auth. Click the button for the “Private key file for authentication” field, and browse to the desktop and select the open-tied_rsa_key.ppk that you copied there in step 4). [image: image67.png]&) Windows XP Professional - VMware Workstation (=] &
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Figure 63 - PuTTY authentication key entry
9) Scroll up, and select Session, then in the “Host Name” field, type in the IP address of the server. In the “Saved Sessions” field, type OpenVistA, then click the Save button. [image: image68.png]IMware Worlstation S
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Figure 64 - PuTTY connection definition and connection
Press the Open button, and when prompted, click yes to accept the server’s host key. [image: image69.png]»
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Figure 65 - PuTTY Host key prompt for connection
10) When prompted, login as openvista, then enter the access/verify codes that you used for the CIS application. [image: image70.png]login as: openvista
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Figure 66 - PuTTY terminal window connected to VistA session
Close the PuTTY window. Shut down the virtual machine by clicking the small door icon in the upper right, then choosing Shut Down. [image: image71.png]19:40 3
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Figure 67 - Top right corner Shut Down link for OpenVistA appliance
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