Component 8: 
Installation and Maintenance of Health IT Systems
Instructor’s Manual 
Version 1.0/Fall 2010

Notes to Instructors 
This Instructor Manual is a resource for instructors using the Installation and Maintenance of Health IT Systems component.   Each component is broken down into Units, each of which will include the following elements: 
· Learning objectives  

· Suggested student readings, texts, reference links to supplement the narrated and scripted PowerPoint slides 

· Lectures (narrated and scripted PowerPoint slides)

· Application Activities (may include Discussion Questions, Assignments, Projects) with instructor guidelines and answer key and/or expected outcomes

· Quiz or Other Assessment reflecting Unit Objectives

· Labs/Simulations (not included in this Component)

· Optional Materials (may include videos, links, tutorials, diagrams/charts, etc.)
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Component Overview

This component covers fundamentals of selection, installation and maintenance of typical Electronic Health Records (EHR) systems. Students will be introduced to the principles underlying system configuration including basic hardware and software components, principles of system selection, planning, testing, and troubleshooting, and final deployment.  System security and procedures will also be introduced in this component.

Each Learning Unit requires 2-5 contact (or instructional) hours and an additional 6-15 hours of independent or team work on the part of the student in order to be completed successfully.  Each unit contains more material than would likely be used in any one teaching/learning experience so that the instructor can pick and choose material most applicable to local workforce needs.

Unit 8 – 1,  Elements of a EHR System
Unit 8 – 2,  System Selection – Software and Certification
Unit 8 – 3, System Selection - Determining Functional and Technical Requirements
Unit 8 – 4,  Structured Systems Analysis and Design  
Unit 8 – 5,  SDLC (Software Development Life Cycle) Model
Unit 8 – 6,  System security procedures and standards
Unit 8 – 7,  System Interfaces and Integration
Unit 8 – 8,  Troubleshooting and Interaction with Vendors/Developer and Users
Unit 8 – 9,  System Maintenance, Performance, and Decommissioning 
Unit 8 –10, Pilot testing
Unit 8 – 11, Full Deployment to End User
Unit 8 – 12, System Testing and Validation
This entire Component is estimated to require 18 - 45 total contact/instructional hours plus 54-135 additional hours of independent or team work, depending on the learning activities and assessments used within each unit.

Component Authors

Scott Neal, Durham Technical Community College
Dr. Clay Musser, PhD, Duke Center for Health Informatics
Harry Bulbrook, Durham Technical Community College
Workforce Roles “Set Table”

This component applies most directly to the following workforce roles:

· Implementation support specialists
· Implementation managers
· Technical/software support staff
ONC will provide other content for this section

Unit 8-1: Elements of a Typical EHR System
This unit provides an overview of what a typical electronic health record system is and focuses on the elements that make up such a system -- hardware, networks, software, and storage requirements. 
Learning Objectives 
Upon successful completion of this unit. the student is able to:

1. Describe the use of client and server hardware for access to and storage of EHRs
2. Describe network needs for access to and storage of EHRs
3. Identify the application software and back-end data storage software needed for a comprehensive, effective Health IT System
Terms Introduced in this Unit




· Electronic Health / Medical Record

· Longitudinal Health Data

· Hardware

· Software

· Server

· Client

· Server-Client Model

· Hosted 

· Application Server

· Database Serer

· Citrix/ Terminal Server

· Patient database (Index)

· Hot-Swappable

· Reliability

· Scalability

· Performance

· Workstation

· Laptop/ Tablet PC (Booklets, Slate, Convertible)

· Personal Digital Assistant (PDA) Devices

· Bandwidth

· Virtual Private Networks (VPNs)

Suggested List of Readings and External Resources

“What’s Inside My Computer?” by Jonathan Strickland, November 2006, http://www.howstuffworks.com/inside-computer.htm

This “How Stuff Works” article and video explains the seven major components inside a typical computer system.
“Understanding Application Servers” by Ajay Srivastava & Anant Bhargava 2003 http://hosteddocs.ittoolbox.com/AS030504.pdf
This article explains in depth how application servers work, particularly in a three tiered system similar to a typical EHR system structure.
“What is a Server?” by Webopedia, http://www.webopedia.com/DidYouKnow/Hardware_Software/2005/servers.asp
A short but thorough article about the function of a server, types of servers, and how the term applies to hardware and software. 

Included Lecture(s)

8.1 Elements of a Typical EHR System (Installation and Maintenance of health IT Systems 8.1.ppt ) by Scott Neal, 2010

Suggested Student Application Activities 

 These applications are designed to acclimate the student to EHR systems and the potential benefits associated with adoption of an EHR into the healthcare setting.
Activity 1: Watch the video titled "EMR/ EHR Done Right".  Produced by Microwizetech (7 minutes and 16 seconds in length). Filmed visit scheduling and patient encounter scenario in small pediatric practice with technology assisted workflow. Produced by a commercial sponsor; 7 minutes and16 seconds long.

This video highlights some of the possibilities and marked efficiencies associated with the introduction of an EHR System in a private clinical setting. This  video reinforces the advantages to implementation of EHR systems in a modern clinical setting. 

http://www.youtube.com/watch?v=97v5p9Nk2_I&feature=pyv&ad=3156761721&kw=emr&gclid=CNSa9sSmuqICFQG3sgodwVlF5Q 
Discussion Questions
1) What are some of the advantages to EMR /EHR record systems?
2) Name some of the technologies used in the video to make healthcare more efficient?
Activity 2:  Watch the following video reinforcing the increased efficiencies of switching to an EHR system in a typical clinical practice: 
The EMR Experience: Visiting Paperless Physician’s Offices

This is a presentation of providers and practice staff in practices post-implementation of electronic medical records. Clinical practice workers present their actual experiences with implementation and use. 


Produced by Hawaii Independent Physician’s Association; 9 minutes and 21 seconds long.

http://www.youtube.com/watch?v=3sBe3rdisRo&feature=related
Discussion Questions

1) Based on this video, name some of the cost savings attributed to the implantation of an EMR system?
2) How has the typical patient benefitted in this clinic because of the EHR system?

Unit 1 Quiz Items 
Instructions: Choose the best answer for each of the following questions. 
1. Which of the following is one of the four elements to any patient records system?

a. Data

b. Computers

c. Software

d. Hardware

2. Which of the following is one of the four key components of any EHR system?

a. Provides mobility for healthcare workers

b.  Provides “longitudinal health data” on individuals

c.  Provides secure access by sacrificing efficiency

3.   Most EHR systems today are based on what kind of computer model?

a. Hardware-Software
b. Client-Server
c. Hosted

4.   What are three things to consider when purchasing an EHR server?

a.  Reliability, performance, scalability

b.  Size of the unit, performance, power consumption

c.  Client-Server, Service Requester, client requests
5.  Name three types of servers you may find in a typical EHR system?


a. File, RAM, Dell


b. Configuration, terminal, VPN


c. Application, Database, Citrix


d. Internal, external, hosted

6.  Software can be defined as:

a. The nuts and bolts that make things work.  
b. The physical components of servers.
c.  A collection of computer programs and related data that provide the   instructions telling a computer what to do.

d.
a collection of computers and devices connected by communications channels that facilitates communications among users and allows users to share resources with other users. 

7.  Hardware can be defined as:
a. The physical components that make things work.  
b. The physical components of servers.

c.  Fast, low cost PC systems that permeate the workplace often less than $500 each.

d.
A computer designed to efficiently run server applications.  

8.  True or False: Server applications and client applications can exist on the same physical device.


a. True



b. false
Answer Key for Test Items

1. a. Data

2. An EHR system’s four key components include:

b. Provides “longitudinal health data” on individuals
Other key components include: 
· Provides immediate, yet secure, electronic access

· Enhances quality, safety and efficiency of patient care

· Makes health care more efficient

3. b. Client - Server Model

4. a. Reliability, performance, scalability

5. b. Application, Database, Citrix, or Terminal

6. c. Software is a collection of computer programs and related data that provide the instructions telling a computer what to do.

7. a. Hardware is the physical components that make things work.  


8. a. True. Though installing server applications onto dedicated server hardware usually increases efficiency and reliability of the application, In some cases, installation of both components onto one device, particularly in smaller environments could be warranted or even encouraged. 
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Unit 8-2: System Selection – Software and Certification
This unit will discuss the differences in COTS (Commercial Off-the-Shelf) and in-house/homegrown systems and how to select the system to meet the needs of the end users. We will also look at the advantages to purchasing a CCHIT certified system and discuss ARRA and “meaningful use” in the context of EHR systems. Lastly we will also look at estimating the typical costs associated with EHR system startup.
Learning Objectives 
Upon successful completion of this unit, the student is able to:

1. Define COTS (Commercial Off-The-Shelf) and in-house/homegrown systems and describe their relative advantages and disadvantages 
2. Identify financial benefits for initial creation, setup, customization (flexibility), maintenance, and integration with existing systems and processes 
3. Identify personnel or consultant costs for creation, customization, and maintenance 
4. Estimate cost impact on internal staff, including hiring, training, and lost productivity
5. Identify training costs for developers and users, including development of training resources
6. Estimate costs and consider advantages and disadvantages of purchasing versus licensing hardware & software
7. Understand vendor documentation of system functionality and requirements
8. Determine system compliance with CCHIT certification 
9. Determine whether systems meet ARRA “Meaningful Use” criteria
Terms Introduced in this Unit





· COTS (Commercial off-the-shelf)
· MOTS (Modifiable off-the-shelf

· CCHIT (Certification Commission for Health Information Technology)

· Enterprise

· AARA (American Recovery and Reinvestment Act) 

· HITECH Act 

· “Meaningful Use”
· Licensing
Suggested List of Readings and External Resources

Should CCHIT Influence Your EHR Selection? By Don Fornes 
http://www.softwareadvice.com/articles/medical/should-cchit-influence-your-ehr-selection/
An excellent overview of CCHIT’s role in EHR selection and the criteria certified by the organization.
Healthcare Industry show demonstrates wealth of opportunities, By Steve Hicks
http://mindset.mercurypay.com/?p=475
An overview of Interoperability, Meaningful Use, and Revenue Cycle Management


Included Lecture(s)
8.2 System Selection (Pt 1) (Installation and Maintenance of health IT Systems 8.2.ppt ) by Scott Neal, 2010

Suggested Student Application Activities 

The discussion helps further familiarize the students to the various contractual considerations with emphasis on licensing, training, and support along with some other cost saving tips.
Activity 1: Have the students read the article “Signing an EHR Contract? 25 Tips to Control Costs” by Carolyn Hartley
http://www.physiciansehr.org/index.asp?PageAction=Custom&ID=60
In this article, Carolyn Hartley outlines 25 potential cost cutting tips which could be useful for the implantation of an EHR system in a typical healthcare environment. Poll the students about which option they feel would be most cost effective and why.
Discussion questions:

1) What are some of the different variations in licensing structures? How can each of these structures affect total product cost?

Students should be able to discuss the differences between one price, tiered, site and enterprise licensing and be able to equate appropriate licensing strategies depending on the size of the environment and/or number of users..

2) Why is the training contract so important?

Students should be able to tie together earlier lecture content and article content to equate overall success and adoption along with reduced employee productivity to successful training regimen.
Unit 2 Quiz Items 
Instructions: Choose the best answer for each of the following questions. 
1. True or false? Business practices may have to be modified, and workflow often has to be adapted to the particular design of the COTS product.
a. True

b. False

2.   What is NOT a true statement regarding the CCHIT?

a.  CCHIT stands for Certification Commission for Health Information Technology

b.  CCHIT has partnered with the US Department of Health and Human Resources
c.  Is a government regulatory agency
d. Is becoming increasingly more relevant in the EHR arena


3.   Which is NOT a characteristic of the HITECH Act?

a. HITECH Act initially rewards institutions for switching to EHRs, 
b. Starting in 2015, HITECH imposes penalties for noncompliance.

c. Helps narrow the initial field of vendors


4.   What is NOT a category of stage 1 meaningful use criteria?

a.  Improve care coordination
b.  Improve population and public health
c.  Define minimum EHR functionality
d.  Ensure adequate privacy and security protections for personal health information.
5.  Which are advantages to using COTS software?

a.  Development costs are typically lower 

b. Integrates best with your present IT system components

c. Easier learning curve for users/ administrators

d. A and C

6.  What is a disadvantage to building your own in house software solution?

a. Fewer software “bugs” incurred

b. Shorter development time

c. Training must be developed in house

d. A and B

7.  HITECH requires healthcare institutions to switch to some sort of EHR system by:

a. 2013


b. 2015


c. 2020
d. 2025
Answer Key for Test Items

1. a. True

2. c. CCHIT stands for Certification Commission for Health Information Technology which is a private nonprofit organization.

3. c. Helps narrow the initial field of vendors is a positive characteristic of certification of EHR systems.


4. a. Define minimum EHR functionality is a characteristic of CCHIT certification.


5. d. Both a and c are typical advantages to using COTS software.


6. c. In house software requires the developers to design their own training for their software.


7.  b. 2015.  
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Unit 8-3: System Selection – Functional and Technical Requirements
This unit will discuss the 12 different steps associated with system selection focusing on defining user functional requirements of systems and technical requirements (by the system), including how to the determine, document, prioritize, and act on those requirements through the use of case studies and other means.

Learning Objectives 
Upon successful completion of this unit, the student is able to:

1. Identify12 possible steps to choosing an EHR system

2. Gather functional requirements from institution and users
3. Document use-cases and relate them to functional requirements
4. Prioritize functional requirements, including grouping as essential versus desired
5. Identify minimum and recommended software and hardware requirements
Terms Introduced in this Unit





· Functional Requirements
· Non-functional Requirements
· HL7 (High-Level 7)
· Use Case
· RFP (Request for Proposal)
Suggested List of Readings and External Resources

Should CCHIT Influence Your EHR Selection? By Don Fornes 
http://www.softwareadvice.com/articles/medical/should-cchit-influence-your-ehr-selection/
An excellent overview of CCHIT’s role in EHR selection and the criteria certified by the organization.

Healthcare Industry show demonstrates wealth of opportunities, By Steve Hicks
http://mindset.mercurypay.com/?p=475
An overview of Interoperability, Meaningful Use, and Revenue Cycle Management

Included Lecture(s)
8-3 System Selection (Pt 2) (Installation and Maintenance of Health IT Systems 8.3.ppt ) by Scott Neal, 2010

Suggested Student Application Activities 

These exercises allow students to compare and contrast various COTS vendors EHR Systems based on published literature.
Activity 1: Using the Internet, have the students identify three separate EHR systems currently available being sure to compare and contrast:
· Practice or institution size the software is geared for and how scalable is it?

· Is the software geared toward a particular type of practice? What add-ons are available?

· What faucets of the system does each vendor promote best?
Students should be able to discuss the differences between each of the EHR systems discussed paying particular attention to the product’s scalability and special features.
Unit 3 Quiz Items 
Instructions: Choose the best answer for each of the following questions. 
1. What is one suggestion to consider when forming a EHR selection committee?
a. Invite “movers and shakers” onboard in the decision-making process.
b. Invite patients on your committee.
c. Exclude as many top administrators as possible since their skill set with regards  to EHR systems is often too limited. 

d. Be sure to limit physician input to only relevant topics such as workflow. 


2.   Functional Requirements can best be defined as
a.  Those processes that you want a system to perform. 
b.  Attributes of the system as a whole or its environment. 
c.  Is the requirements needed for the hardware to function.


3.   What does HL7 stand for?

a. Health Level 7.
b. High Load 7.

c. EHR Code of ethics guaranteeing safety 




4. Which are recommended steps for using HL7 as a baseline for your EHR requirements?
a. Learn the language: Understand how key words are used within the model.

b. Review and select relevant sections relevant to your healthcare setting.

c. Understand that no organizational structure exists to the document as it is meant to be loosely interpreted.

d. Both a and b.

5.  What is a Use Case?

a. Background information including organization size and specialty and current systems and hardware in place.
b. A technique for documenting the potential requirements of a new system or any type of system change. 

c. The defined learning curve for users/ administrators.

d. A and C

6.  What is NOT something typically found in a RFP?

a. System Implementation plan

b. Proposed costs

c. Shorter development time

d. Institution’s financial statement
7.  Though the number or order of these steps is not fixed in stone, we suggested this number of steps for your selection process
a. 6


b. 10


c. 12
d. 24
Answer Key for Test Items

1. a. Invite “movers and shakers” onboard in the decision-making process.
2. a. Functional requirements can be defined as those processes that you want a system to perform. These can be discussed as an overview or can be analyzed in great detail. 
3. a. Health Level 7.


4. d. Both a and b. C is incorrect as the document has a definite hierarchical structure divided into three sections.
5. b. A technique for documenting the potential requirements of a new system or any type of system change. 

6. d. Institution’s financial statement.


7. c. 12


8. c. In house software requires the developers to design their own training for their software.


7.  b. 2015.  
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