Component 16 Unit 5 Application Activities
Unit 5 Exercises

Exercise 1: Vignette and Guided Discussion Questions Understanding the Deportment of Healthcare Professionals

Instructor Guidelines:

This vignette shows us that Sylvia understood of the importance of infection control and patient privacy, behaving accordingly. By using the alcohol gel before and after leaving the unit, Sylvia made sure she did not carry disease-causing bacteria into a patient care area, possibly infection vulnerable patients. She also protected herself by using the gel when leaving and not carrying any bacteria out of the unit. Sylvia also understands that protecting patient privacy is her responsibility as well as the nurses’ and demonstrated that understanding by stepping aside so she would not overhear their conversation.  Acting with an understanding of infection control and HIPAA protects everyone. It also allows Sylvia to model good behavior to Frank, a new employee. 

Proper demeanor displayed by Sylvia in demonstrating and communicating her understanding that 

· Infection control is an important concern in healthcare organizations, for the safety of workers, patients and in helping the organization avoid risk.

· Patient information is private and divulged on a need to know basis, Sylvia and Frank don’t need to know, stepping back removes them from overhearing private patient data

Vignette:

Sylvia goes to an inpatient unit to meet with a nurse manager about specifications for a form his unit needs designed in the EMR. A new hire Frank accompanies Sylvia. Sylvia stops outside the unit door to use the Alcohol gel to sanitize her hands before entering the unit. Frank seeing her do this, remarks that he doesn’t need to do that because he feels just fine. Sylvia asks him to use the gel as a signal to the nursing staff that they understand the importance of protecting the patients from the risk of infection. Frank complies, though he makes it clear through his facial expression that he is only doing it to humor her. 

As they proceed into the unit, they see the nurse manager talking with one of the unit RNs. They hear that the nurses are discussing details about the patient’s condition. Sylvia nods to the nurse manager and steps back into the hallway outside the unit, again using the alcohol gel to wash her hands, indicating that Frank should come with her, and waits for the conversation to be completed before entering the unit again to talk with the nurse manager. Frank is clearly confused and tells Sylvia that they should interrupt the nurse manager and conclude their work with her, after all it is almost lunchtime and he is meeting some friends to celebrate his new job. Sylvia tells him that they will wait for the nurse manager to conclude the conversation with the RN before talking with her.

Discussion Questions:

1. How would you explain these behaviors to Frank and help him understand how to be successful in his professional role?

2. What are your thoughts on the importance of taking responsibility for protecting patient privacy as Sylvia did?

Exercise 2: Vignette and Guided Discussion Questions Contribution of IT Professionals

Instructor Guidelines:

Ravi played an important role both in supporting Eric in his responsibilities for patient care. He also contributed to protecting the EMR and patient data by understanding that HIPAA requires patient data be kept secure. By following defined security procedures, Ravi also acted in a manner that protected his organization from possible patient data compromise. 

What does this vignette tell us about the important role that Ravi plays in the organization?

· Possible compromise of the security of private patient data was detected and handled according to security policies. 

· The organization was protected from potential patient data security risk incurred by EMR compromise.

Vignette:

Ravi, an IT staff member, is working one evening and gets a call from Eric, a nurse on the Neuro Intensive Care Unit. Eric cannot log into his EMR account to view his patient’s data. His patient is not doing well and Eric is very concerned that he needs to take prompt action to help him, but can’t get to the patient’s information, which would help him create his care plan. He is sure he has not forgotten his password and is increasingly anxious.

Ravi checks with the IT security officer and together they quickly determine that someone has tried to access the EMR yesterday using Eric’s ID and password, going over the limit of unsuccessful login tries. Ravi and the security officer also check with the Human Resources department to make sure Eric is still an authorized employee, Human Resources respond that he is.

Ravi calls Eric back and asks if he knows anything about the attempts to access 
his account. Eric responds that he doesn’t know anything about that, he just got back from vacation late last night. Ravi and the security officer then follow the Organization’s Security Policy, creating a temporary EMR account for Eric to use during his shift, leaving his existing account intact for the security team to investigate. They also follow the policy by writing up their findings and reporting them immediately to those responsible for investigating attempted break-ins.   

Discussion Questions:

1. What are the implications to patient data security and the Organization if Ravi had not responded appropriately to this situation? 

2. Discuss the important contribution HIPAA makes to patient data safety, what does it do right? 
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